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1. Introduction

1.1.

What is FACES?

The Federal Transit Administration (FTA) maintains several web-based software
systems that reside on the same FTA platform. The FTA platform is accessed via the
website, https://faces.fta.dot.gov/suite/. The systems on this FTA platform include
the Transit Award Management System (TrAMS), the National Transit Database
(NTD), FTA Discretionary Grant System (DGS), the Joint Procurement Clearinghouse
(JPC), and the FTA Access Control and Entry System (FACES). TrAMS is FTA’s
system for awarding and managing federal grants. NTD is FTA’s system for tracking
transit statistics on American transit systems. The JPC is available to FTA grant
recipients for communicating about procurement needs and soliciting partners for a
joint purchase. DGS is FTA’s system for approving or rejecting grant applications and
preparing funding scenarios. FACES is the user creation and management system
for each user on the FTA platform. All other software systems on the FTA platform
rely on FACES for user management functions. Within FACES, each software system
has its own set of user roles access privileges.

2. User Access

2.1.

New User Account Creation

User access to each of the FTA software systems on the FTA platform,
https://faces.fta.dot.gov/, is granted by either an organizational User Manager (UM),
Local Security Manager (LSM), or Global Security Manager (GSM) within the
appropriate system. An individual with one of those roles can create user accounts and
assign users an initial suite of roles. Once an account has been created, the user will
receive an automated email notification containing their username and access/login
instructions,

e Username — all usernames are initially set to the email address associated with
the user’s account. The username cannot be changed. If a user needs to update
their email address, they will need to contact FTAITHelpdesk@dot.gov for
assistance.

2.1.1 Non-FTA User Setup

New non-FTA users will receive an automatic email notification from FACES
once their account is created. It will look like the one below. If you need an
account on the TrIAD platform, then reach out to your User Manager or Local
Security Manager.
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From: FACES System Administrator
Subject: Hew Account Created on FTA Platform

Dear Joe Do,

£ oW UsEr account has been created foryou on the Federal Transit Administration’s {FTAS) Transie Integrated Applan
Development (TR Flatiorm. This account provides you acoess to the State Safety Owersight Reporting (350R)
applicatians].

Wour username b: testoreate email2 @ gmail.com

The fallowing roles have been requested far your account:

Application Fole Access Control Group  Cost Center/Organization Status
==0R Primary 550R Local Security  Arizona Department of
Reporter Managers (LSMs]) Tranaportation (ADOT)

fyou have roles that are ina requested status, you will receive an emall notification when the rale has been reviewed
by thie approver.

Approved

Ta log in ta your account as an FTA User,

50 to hittps: ffaces fta_dot gerefsusite)f
#Reac and agree to the “System banner

@ Click on *of you are an FTA User, dick this link to kogin® if you are an FTA User
#Click on *H you are an External User, click this link 1o log in” if you are an External User

fyouare an FTA Wzer and you are unable to log in, contact your FTA supenvisor. IF you are an Extermal User and are
wnable to log in, contact your organization User Manager or FTA Regional Office.

fyou need assistance, please contact the FTA Applications Help Desk at FTAIT-tIEctskEuuunu.
Faderal Transit Administration
Fittpss/ fwisiw trans portatian gowy/

Unlted States Department of Transpartation
1200 Mew Jersey Ay SE, Washingban DC 20530

S*%% Thii b o dypatem geeerated emal. Fleair do sof mply.

1) Using the email, select the URL (internet link) to access the site,
https://faces.fta.dot.gov/.

2) Read the security policy and select I AGREE.

.5, Depriment ol Transgortotion
Federal Transil Administration

WARMING WARNING WARNING
You have accessed a U 5. Govemment information system, which includes (1) this
computar, (2) this network, (3) all computers connected 1o this network, and (4) all
devices and slorage meadia altached 10 his network or o a computer on his
network, U S, Government information systems are provided for the processing of
official LS. Government information only. Linauthorized or improper use of this
information system is prohibited and may subject you o disciplinary action, as well
as civil and criminal penalties. All data contained on LS. Governmenlt informalion
systems is owned by the LS. Government and may, for the purpose of protecting
the rights and property of the U.5. Government, be manitored, intercepted,
recorded, read, searched, copied, or caplured in any manner and disclosed or used
for any lawful government purpose at any time. THERE IS NO RIGHT TO
PRIVACY IN THIS SYSTEM. System personnel may give to law enforcement W

Affininle anas motnninl ssdelomeen af orbans frasmd an LLES M asnmnnnnnd indarmnnbion

3) On the login page, select the If you are an External User, click this
link to log in link next to Sign In.
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U.S. Departmant of Tronsporiation
Federal Transit Administration
usarname
Password

Forgot your password? m

if you are an FTA Employee, click this link

If you are an External User, click this link
tologin

4) Users will be redirected to Login.gov where all External users will
need to initially create and register an account.
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5) If'this is the first-time using Login.gov the user will need to Click on
Create an account.

U.S. Depariment of Transportation
Federal Transit Administration

8 oD

devs is using login.gov to allow you to
sign in to your account safely and
securely.

D LOGIN.GOV

Email address

[0 Show password
Password

I Create an account I

aign in with your government employee 1D

6) Enter your email and check off the box accepting login.gov Rules of

Use.

U5 Deportment of Transporation

U LOGIN.GOV e e

Create your account

Enter your email address

L J

Select your email language preference

login.gov allows you to receive your email communication in English,
Spanish or French

© English (default

(O Espafiol

O Frangais

[0 Check this box to accept the login.gov Rules of Use =

ance

Security Practices and Privacy Act Statement @

Privacy Act Statement &

User Guide, 6.4.7
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7) Login.gov will send you a “Confirm Your Email” email. In that email,
click on “Confirm email address”.

D LOGIN.GOV

Confirm your email

Thanks for submitting your email address. Please click the link
below or copy and paste the entire link into your browser. This
link will expire in 24 hours

Confirm email address

FTTDS./Map. It [dentTy sanabox. GovIsIgn_upremail/confirm?
_request_id=152a7348-024b-4fb3-9751-
2e83e10f6e70&confirmation_token=zyDhzaedCEXBLpRixRby

Please do not reply to this message. If you need help, visit
v login.govihelp

About login.gov | Privacy policy

8) The user is redirected back to login.gov and is asked to create a strong
password and click Continue.

U35, Department of Transpartation

8 LOGIN.GOV Federal Transit Administration

@ vou have confirmed your email address

Create a strong password

It must be at least 12 characters long and not be a commonly used

password. That's it!

() show password
Password

Password strength: Great!

Password safety tips Ea

Cancel account creation

9) Select one of the five authentication method options and follow the
setup instructions.

1) Security Key - A security key is typically an external physical
device, like a USB, that you plug into your computer. The key
is linked to your accounts and will only grant access to those
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accounts once the key is plugged in and activated. Login.gov
requires security keys that meet the FIDO (Fast Identity Online)
standards.

Government Employee ID - Physical PIV (personal identity
verification) cards or CACs (common access cards) are secure
options for federal government employees and military
personnel. These cards, with encrypted chip technology, are
resistant to phishing and difficult to hack if stolen.

Authentication Application - Authentication applications are
downloaded to your device and generate secure, six-digit codes
you use to sign into your accounts.

i. Google Authenticator
ii. Authy
iii. LastPass
iv. 1Password
v. OTP Manager
vi. Authenticator

This method offers more security than phone calls or text
messaging against phishing, hacking, or interception. A one-
time passcode is generated by the application each time you
sign in to login.gov.

Phone - A unique security code is sent to that phone number
via SMS or phone call each time you sign in to your login.gov
account. Each security code expires after ten minutes and can
only be used once. You will receive a new security code each
time you sign in to your login.gov account.

Backup codes - are an accessible option for users who do not
have access to a phone. However, backup codes are the least
secure option for two-factor authentication. Login.gov will
generate a set of ten codes. Backup codes must be printed or
written down which makes them more vulnerable to theft and
phishing. After you sign in with your username and password,
you will be prompted for a code. Each code may be used only
once. When the tenth code has been used you will be
prompted to download a new list.

User Guide, 6.4.7
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WS Depariment of Tronsporalsan

D LOGIN.GOV Fadesal T Ad

Authentication method setup

Add a secand Layer of security so only you can sign in to your
acoount

€ Keep this information safe. You will be locked out and hawve
to create a new account if you lose your authentication
method.

Select an option to secure your account:

) Security key

Use a security key that you have. s ap ical device that

one (il
often locks like a USB Aash drive). Recommended because it
s more phishing resistant.

you plug in or that is built in to your computeror p

) Government employee ID

insert your government or military PIV or CAC card and enter

your FIN.
l-'|t1 RE SECURE

O Authentication application
et codes from an app on your phone, computer, or tablet.
Recommended because it is harder to intercept than texis or
phone calls

O Phone

Get security codes by text message (SMS) or phone call.
Flease do not use web-based (VOIP) phone services.

() Backup codes
We'll give you 10 codes, You can use backup codes as your
only authentication method, but it is the least
recommended method since notes can get lost. Keep them

LEAST SECURE

n a safe place.

P

yncel acogunt creation

6) Once the authentication method has been set up, the user will
be redirected to sign in to Login.gov using the credentials just
created.
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U LOGIN.GOV

Sign in
Email address

external.user@email.com

Password
[ Create an account
Sign vith your g emplo

Welcome to the Transit Integrated Appian Platform!

ov: Doe, Joa

© TrAMS % S NTD ¢ Lnl SSOR
Transit Award Management System National Transit Database State Safety Oversight Reporting
© COoVID-19 Form w o FACES I

Transit COVID-19 Response Program it 1 Afiigeriein

Please select a system above. To set a default system, click on the star next to desired system. For any questions, please contact the FTA Application Helpdesk at FTAITHelpdesk@dot.gov.

2.1.2 FTA User Setup

New users will receive an automatic email notification from FACES once their
account is created. If you need an account on the TrIAD platform, then reach
out to your User Manager or Local Security Manager.

1) The email will be formatted much like the one below:

User Guide, 6.4.7 UNCLASSIFIED Page 13 of 140
FACES



UNCLASSIFIED

From: FACES System Administrator
Subject New Account Created on FTA Platform

Dear loe Do,

A new user account has been created for you an the Federal Transit Administration's (FTA's) Transit Integrated Applan
Development (AR Phtiorm. This account provides you acoess to the State Safety Oversight Reporting (S50R)
applicatians].

Tour username k: test.oreate.emaill EEEH all.com

The fallewing rales have been requested far your account

Application FRole Access Control Group  Cost Center/Organization Status

=30R Prirmary S50R Local Security  Arizona Department of

Reporter Managers (LSMs) Transportation (ADOT) App

fyouw have roles that are in a requested status, you will receive an email notification when the role has been reviewed
by the approver.

Tix log in to your account as an FTA User,

G0 b https:d Mfaces. fia dot gow/swite

=Read and agree ta the “System banner*
aClick on "M yow are an FT& User, dick this link o lagin® if vou are an FTA User
aClick on "M yow are an External User, click this link ta lag in" if you are an Sxternal User

fyou are an FTA User and you are unable ta log in, contact your FTA supervisor. If you are an External User and are
unabile ta log in, cantact your erganization User Manager ar FTA Regianal Offiee.

fyou need assstance, please cantact the FTA Applications Help Desk at FTAITHelpdesk@ dot gov.

Federal Transit Administration

hittps:/ fwww iranspo rtation gow/

United States Department of Transpartation
1200 Mew Jersey Av S5E, Washington OC 20530

43F Thi b o dparem geeaserated emal Fleoie ks saf raply

2) Using the email, select the URL (internet link) to access the site,
https://faces.fta.dot.gov/.

3) The user will be automatically logged while inside the network or
using VPN.

@ TrAMS % ENTD 7 Ll SSOR P
Transit Award Management System National Transit Database State Safety Oversight Reporting
© COVID-19 Form w 2 FACES Pie

Transit COVID-19 Response Program User Management

Please select a system above. To set a default system, click on the star next to desired system. For any questions, please contact the FTA Application Helpdesk at FTAITHelpdesk@dot.gov.

All new users will have to set up Security Questions and Answers
(Q&As) to ensure the security of the account and to provide a
mechanism to re-establish access when lost due to a lockout, etc. It is
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strongly recommended that all users set up account security
questions. Click on, “Click here to finish setting up your Security
Questions and Answers” to continue.

4) On the Manage Security Questions page, select three questions and
provide appropriate answers that can be easily recalled when needed.
A few rules apply to the setting of Security Q&As:

a. All users can set up and manage three (3) security
questions through the Manage Security Questions page.

b. Questions must be selected from an FTA approved list and 3
distinct questions must be selected.

c. Answers must contain at least three (3) characters and the same
answer cannot be used for more than one question.

d. Answers are case insensitive (e.g., “dog” is the same as
G‘DOG”)

e. Once questions are established, users must correctly answer
their existing questions to change them. Section 5.2.3 address
how to change existing security questions.

5) Click Submit.

Manage Security Questions
Questimn 1=
Armer® Recype finsaser ®

Quesekin 2

Ansmer® Rustype Answer ®

Angw Retype Anzaer *

6) Users will receive an automated email notification that their questions
have been updated.

2.2. Logging In

FACES manages user access to the FTA platforms via the FACES login page,
accessed via a web browser. Two login methods are available, but one is only
accessible to FTA employees using FTA’s internal network. User access to software
systems like TTAMS and NTD is based on the user’s assigned Roles.
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2.2.1 Standard Login (Non-FTA Employee)

Non-FTA Employees will be redirected to Login.gov for authentication.
To login:

1) Open a web browser and enter the FACES URL,
https://faces.fta.dot.gov/.

L5, Degonment of Tranioortoscn
Fadernl Transil Administration

WARNING WARMNING WARNING
You have accessed a U 5. Govemment information system, which includes (1) this
computer, (2) this network, (3) all computers connected 1o this network, and (4) ail
devices and storage madia altached o his network of lo a computer on this
network, U S, Government Infformation systems are provided for the processing of
official U.S. Governimen! information only. Unautnonzed of improper use of his
information system is prohibited and may subject you lo disciplinary action, as well
as civil and criminal penalties. All dala contained on ULS. Governmenl information
systems is owned by the U.S. Government and may. for the purpose of protecting
the rights and property of the U.5. Government, be monitored, intercepted,
recorded, read, searched, copied, or captured in any manner and disclosed or used
for any lawful government purpose at any time. THERE IS MO RIGHT TO
PRIVACY IN THIS SYSTEM. System personnel may give to law enforcement bt

Atfimimie mn mednE Al A eemes mE e St s DL B S s mneet infarmsnbinm

o]

2) Read the security policy and click I AGREE.

3) On the login page, select the If you are an External user, click this
link to log in link next to Sign In.

U.5. Department of Transporation
Federal Transit Administration

Forgot your password? SIGN IN

If you are an FTA Employee, click this link

tolog in

If you are an External User, click this link

to log in

4) Users will be redirected to Login.gov where all external users will
need to sign in with the account that was created in section 2.1.1 and
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will need to be authenticated with the authentication method that was
set up.

D LOGIN.GOV

Sign in
Email address

external.user@email.com

Password

sesssenssssnnne

Signin

Create an account

5) The user will be taken to the Homepage, where the user has the option
to click the system they wish to use. If the user has access to more than

one FTA platform (TrAMS, NTD, DGS, SSOR or FACES) all those
options will be available to click.

# Home [ reepe—

Welcome to the Transit Integrated Appian Platform!

Dos, Joo

@ TrAMS v S NTD v L SSOR ) %
Transit Award Management System National Transit Database State Safety Oversight Reporting
o COVID-19 Form ﬁ o FACES x>

Transit COVID-19 Response Program User Management

Please select a system above. To set a default system, click on the star next to desired system. For any questions, please contact the FTA Application Helpdesk at FTAITHelpdesk@dot.gov.

2.2.2 FTA Employee Login

FTA employees should access FACES via the FTA network.
To log in:
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1) Open a web browser and enter the FACES URL,
https://faces.fta.dot.gov/.

W 5. Dagmrimant of Tranigoriotion
Faderol Transit Administroation

WARMING WARMNING WARNING
Yol have accessed a U S Government information system, which Inclides (1) this
computer, (2) this network, (3) all computers connected to this network, and (4) all
devices and slorage media altached 1o this network o lo a computer on this
network. U S, Government information systems are provided for the processing of
official U.S. Govermmen! information only. Linauthorized or improper use of this
information systern is prohibited and may subject you o disciplinary action, as well
as civil and criminal penalties. All data contained on LS. Governmenl information
systems is owned by the LS. Government and may, for the purpose of protecting
the rights and property of the U.3. Government, be monitored, intercepted,
recorded, read, searched, copied, or captured in any manner and disclosed or used
for any lawful govermment purpose at any time. THERE 1S WO RIGHT TO
PRIVACY IN THIS SYSTEM. System personnel may give to law enforcement v

Adfininin mpss padnaBnd o delemen af o finasnd e LB P eaammnannt indarmantian

s

I AGREE

2) Read the security policy and select I AGREE.

3) On the login page, select the If you are an FTA Employee, click this
link to login link.

U.S. Department of Transporiation
Federal Transit Administration

Forgot your password? m
If you are an FTA Employee, click this link
to login

If you are an External User, click this link
tologin

4) FTA Users will be automatically taken into the TrIAD Platform home
page if they are in FTA network or logged into VPN.

5) On the Homepage, the user has the option to click the system they wish
to use. If the user has access to more than one FTA platform (TrAMS,
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NTD, DGS, SSOR or FACES) all those options will be available as an
option on the Homepage.

# Home @) Faderss bonet Adminakction

Welcome to the Transit Integrated Appian Platform!

Doe, joe

@ TrAMS % ENTD 7 Ll SSOR P
Transit Award Management System National Transit Database State Safety Oversight Reporting
© COVID-19 Form w 2 FACES e

Transit COVID-19 Response Program User Management

Please select a system above. To set a default system, click on the star next to desired system. For any questions, please contact the FTA Application Helpdesk at FTAITHelpdesk@dot.gov.

2.2.3 Setting A Default System

The Homepage has the option for a user to select an FTA System to become
the default system they log into the next time the user logs in. This is done
by clicking on one of the stars next to the system you wish to make your
default.

lcome to the Transit Integrated Appian Platform!

Doe, Joa

@ TrAMS ¥r =S NTD ¥y Lu SSOR —E——— W
Transit Award Management System National Transit Database State Safety Oversight Reporting
© COVID-19 Form W @ FACES &

Transit COVID-19 Response Program User Management

Please select a system above. To set a default system, click on the star next to desired system. For any questions, please contact the FTA Application Helpdesk at FTAITHelpdesk@dot.gov.

When a default system is selected, the next time a user logs in, they are
taken to the default system and bypass the Sites Splash page.

2.2.3.1 Changing User Default System or Return to Homepage

If a user wishes to change their default system to another system, they
can do so by returning to the Homepage. To return to the home page,

1) Click on the NAVIGATION button at the top right corner,
next to the avatar.
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Actions

Reports

portation

view

No tasks available

% NEWEST ~

2) Inthe drop-down menu, find Home and click on it.

- 2020-04-07_1743.zip.

Admin Console

Appian Designer

Cloud Database

ol Entry System - Patch -

System Logs

Discretionary Grants
Equal Employment Opportunity
Fatal Flaw Review
FTA Procurement Clearinghouse
——
SSOR Management
SSOR Validation

Ctatn Cafatir Musarciabht Danartine

-

3) The user is taken back to the Homepage and can select another
system to make a default system.
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Welcome to the Transit Integrated Appian Platform!

Do, Joe

@ TrAMS ¥ ENTD v¢ L SSOR w

Transit Award Management System National Transit Database State Safety Oversight Reporting

© COVID-19 Form ¢ o8 FACES 7

Transi it COVID-19 Response Program User Management

Please select a system above. To set a default system, click on the star next to desired system. For any questions, please contact the FTA Application Helpdesk at FTAIT

4) The next time the user logs in, they will then be taken to the
new default system.

2.2.4 System Announcements

System Announcements are often needed to communicate to users about
important information. When an announcement is created, it is posted in a
yellow banner in the Homepage as shown below.

=S <

Welcome to the Transit Integrated Appian Platform!

er: System Administrator, FACES
st Login Date: 1/28/2020 8:14 AM EST

éﬂ) System Announcements

a Just for today and tomorrow announcement

o TrAMS w S NTD Y7l OTrak pi¢
Transit Award Management System National Transit Database Oversight Tracking System
- DGS lul SSOR & FACES *

All users regardless of having set a default system (4.2.3 Setting A Default
System) or not, will be redirected to the FTA Homepage when they log in.
System Announcements will remain visible on the Homepage until they
expire. The user can bypass being automatically directed to the Sites Splash
page when they log in by acknowledging the System Announcement.

To acknowledge the System Announcement(s), click on ACKNOWLEDGE to
the right of the banner.
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O @) receot Fanet Acminist

DR

o Sl b S

Welcome to the Transit Integrated Appian Platform!

Current user: System Administrator, FACES
LastlL Date: 1/28/2020 8:14 AM EST

é‘% System Announcements —
o Just for today and tomorrow announcement
=
@ TrAMS w  ENTD w |~ OTrak )A¢
Transit Award Management System National Transit Database Oversight Tracking System
& DGS lul SSOR 5 FACES *

The next time the user logs in, they are directed to their default system if
they elected one. However, anytime there is a new System Announcement,
the user will always be directed to the FTA Home page when they login until
they have acknowledged the announcement.

2.2.5 Accessing User Record
A user can access their own profile in two different ways: from either the
Account information area or through the Records tab.

To view your own Profile from the Account information area:

1) Select the down arrow next to the user’s name to reveal the dropdown
menu and click Profile.

Settings

Sign Out

2) The user records Summary Page displays.
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Transit-Ride r, Sophia (transit.user@fake.com)

2.3. Account Information
2.3.1 Non-FTA User Setup

FACES stores user profile information such as name, username, address,
contact information, security questions, and PINs. User information displays on
the user’s record as discussed in Section 6.4. Users can self-manage security
questions and PINs (no other user can set up security questions or PINs for
another user). Administrators and appropriate chain of command (e.g., User
Managers) can modify specific user profile information and role assignment.

There are explicit rules controlling access to user information within the system:

1) FTA users cannot edit their Profile information (this is automatically
handled via a nightly data sync with FTA systems).

2) Non-FTA users can edit all Profile information other than their
username AND email address.

3) User Managers can edit Profile information for users in their
organizations.

4) Local Security Managers (LSMs) can edit the user Profile of users in
their FTA Regions/Cost Centers.

5) Global Security Managers (GSMs) can edit the user Profile of any
non-FTA user in their system (e.g., a TrAMS GSM can manage the
profile of any non-FTA user in TTAMS).

6) All users can self-manage their security questions and, if applicable,
their PINs.

2.3.2 Account Settings

The account settings page provides a way for the user to manage their own
preferred localized settings for date/time formats, language, and time zone.
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Non-FTA users can also change their password via the settings page. The
following settings can be adjusted:

e Language

e Time Zone

e (alendar Type

e To access user account
Settings:

1) Select the icon (circular image) in the top right-corner of the screen to
reveal a dropdown menu and click Settings.

User Management ~ n N bectors e Admereiahor

Signed in as Amanda Um

TE MULTIPLE USERS
& PROFILE | € SETTINGS [ SIGN OUT -

2) The General tab displays.

Settings

Password Third-Party Credentials Email Motifications Mobile Motifications Accessibility

Language
| Use system default: English (United States)

Time Zone

Use system default: (UTC-05:00) Eastern Time (America/New_York); {UTC-05:00) Eastern Time (America/New_York)

Calendar Type

Use system default: Gregorian

CANCEL SAVE CHANGES

3) Using the dropdown lists for Language, Time Zone, and Calendar
Year, make whatever adjustments are necessary.

Note: At present, English is the only language available for selection.
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4) Click Save Changes to update the settings.

2.4. Passwords

Login Passwords are handled differently for FTA Employees and Non-FTA Employees. Please
make sure to review the appropriate password related sections for FTA or Non-FTA
Employees.

2.4.1 Forgotten Passwords (FTA Employees Only)

If the user has forgotten their password, they will need to contact 5-Help to rest
their password.

e Internal: 5-HELP (x5-4357)
e External: (202) 385-4357
e Toll-free: (866) 466-5221

2.4.2 Forgot Login.gov Password (Non-FTA Employees Only)

If a non-FTA Employee has forgotten their password, they can reset it by using
a link on the Login.gov screen.
To reset a forgotten password:

1) On the Login.gov sign in screen, click on Forgot your password?

devs is using login.gov to allow you to
sign in to your account safely and
securely.

Email address

Password

| Create an account
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2) Enter the users email address and click Continue.

Forgot your password?

Don't know your password? Reset it after confirming your email
address.

Email

U LoGIN.GOV

Reset your password

To finish resetting your password, please click the link below or
copy and paste the entire link into your browser.

Reset your password

https /idp inLidentitysandbox_gov/users/password/edit?
reset_password_token=SZifXq-Fmal h61H-yK3u

This link expires in 6 hours

Please do not reply to this message_ If you need help, visit
www_login gov/help

About logingov | Privacy policy

Change your password

[ Show password
Mew password

EEE———— EEES——— CEE—— —
Password strength: Great!

‘ Password safety tips -+

3) Look for an email “Reset your password” from Login.gov and click on
Reset your password link in the body of the email.

4) User is taken to Login.gov page to change the password, enter new
password and click on Change password.
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5) The user can sign in using their email and newly created password.
2.4.3 Reset Login.gov Account (Non-FTA Employees Only)

If a user is unable to login to Login.gov using their password and authentication
method(s), they will need to delete their account. As a security measure,
Login.gov requires a two-step process and 24-hour waiting period if you have
lost access to your authentication methods and need to delete your account.

1) Sign in with your email and password.

2) On the authentication page (enter your security, app, or backup code;
PIV/CAC card; or security key), click on “Choose another security
option”.

D LOGIN.GOV

Present your PIV/CAC

Present PIV/CAC card

Don’t have your PIV or CAC available?

I Choose another authentication method I

Cancel

3) Scroll to the bottom and click on the “deleting your account” link.
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D LOGIN.GOV

Select your authentication method

You set these up when you created your account

© Text message
Get security code via text/SMS or phone call to ***-
*a041.

O Automated phone call
Get security code via text/SMS or phone call to ***-
3041,

O Government employee ID

Use your PIV/CAC card instead of a security code

If you can't use any of the authentication methods above, you can

reset your preferences by deleting your account.

Cancel

4) Read through all the information carefully to make sure deleting your
account is your only option.

5) Click on “Yes, continue deletion”.

6) You will receive two emails.

The first email confirms Login.gov received your request. Your
account is not yet deleted. Additional action is required.

The second email is sent to you 24 hours later. Follow the
directions in that email to complete the deletion process.
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3. System Layout

The software systems residing on the FTA Platform, https://faces.fta.dot.gov, all share a
common layout. This section provides a high-level view of the system and how to
navigate, find, and work with data.

3.1. Account Information

Account Information provides access to information specific to the user. It lists the
user’s first and last name. By selecting the username, the user will be presented
with the following three options:

1) Profile — Provides a means for the user to view and update their individual profile
information, and to set their Personnel Identification Number (PIN). Refer to Section
4, for more details.

2) Settings — Opens the Settings Page where the user can select language and time
zone and subscribe to news feeds. Non-FTA users can also change their password
here.

3) Sign Out — Select Sign Out to log out and exit FACES.

User Management ~ n

Signed in as FACES System Administrator

& FROFILE | % SETTINGS | (% SIGN OUT

3.2. Manage Users

The Manage users tab provides access to view all users that the logged-in user is
approved to see (generally, users within their same organization). More information
on the content of user records is in Section 3.4 of this user guide.
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= ¥ s o User Management ~ Q) foames vt Aswamaten
MANAGE USERS | ACTIONS REPORTS HELP CENTER 8
+ & CREATE NEW USER || + § CREATE MULTIPLE USERS
vReport Filter Criteria
System  TrAMS - Cost Center -
Role Category * User
Access Control - Name
Group
status [ Active
Organization Locke
Role  Submitter o CLEAR FILTER(S)
B Display individual Roles in Grid B
Users
Username T Name (Last, First) System 2‘;’:: Eomtn E:?\K\u Organization Role Last Certified Date  Created Date Modified Date Last Login Date Status
7201201 1044 AM 10/6
emailinator.com AL Aiden (Mr.) 2:‘, AN o1 Active
TRO-4
TRO-1
et RO-1 CONNDOT Cte
mas@m. Thomas, Bob (N R RO-1 CR b Active
onndot.attorneyt @dot.gov Attormey, conndot TrAMS  Region 1 TRO-1 334 - CONNDOT submitter /520 s Active

Selecting a specific record displays a User Summary Page, containing detailed
information associated with that selected user. The specific pages of the user
record are discussed in Section 3.4.

3.3. Actions

The Actions tab provides a list of actions that the logged-in user is approved to take
within the system. In general, FACES actions are only visible to users with user
management roles (e.g., User Managers, Local Security Managers, and Global
Security Managers). In the case below, the User Manager is presented with a list
allowing them to create and manage users (even multiple users), manage role
documentation, review unlock requests, and perform searches for specific records.
Users will see other actions specific to their roles in the other FTA software
systems. The Actions available to any user are limited to their role(s).
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Lt

MANAGE USERS ACTIONS REPORTS HELP CENTER User Management ~ n Q) toaws vras Aamareance

[ &
Assign Bulk Roles Create and Manage Users Create Multiple Users
1 Bulk Roles to Multiple Users Create or Activate 3 New System User Uptoad informavion for Muitiple New Users

5]
Recertify Users Remove Bulk Roles Review Role Requests
User Role(s) for Active Users Remave Roles in Bulk Adiicne o Rejice Rol Reciest

-
Review Unlock Requests

Approve or Refect Unlock Requests

Selecting a specific Actions displays detailed information related to the Actions. The
specific pages of the Actions are discussed in Section 6.5.

3.3.1 Action: Send Ad-hoc Emails (GSMs Only)

The Send Ad-hoc Emails action is available for all GSMs. This action can be
used to send system-specific and user-specific emails for general information
purposes.

2 ¥ Lol
MANAGEUSERS  ACTIONS REPORTS ~ HELP CENTER User Management - s
Assign Bulk Roles Create and Manage Users Create Multiple Users
Assign Bulk Roles to Muliple Users Creste or Actvate = New Syster User Upload Information for Multiple New Users
=] & (]
Recertify Users Remove Bulk Roles Review Role Requests
Recercity User Role(s)for Active Users Remove Roles in Eulk Approve or Reject Role Requests
=
Review Unlock Requests Manage Access Control Groups Manage Recertification
Approve or Reject Unlock Requests Create or Edt Access Control Groups and Manage Organizations Manage User Role Certification Cycle
“
Manage Role Documentation Manage System Announcements Bulk Unlock Users
Add or Remove Role Justification Documentation Manage System Announcements Unlock Users in Bulk
Send Ad-hoc Emails
Send Ac-roc Emails to muliple users

To create and send an Ad-hoc email:
1) Under the Actions Tab click on Send Ad-hoc Emails.

2) On the next page the GSM can use the User Filters section to narrow
down the audience for which the Ad-hoc email is intended for.
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Send Ad-Hoc Email

v User Filters

system

User Type

Send To All Users?
Yes

This will send to all Active and Locked users in the system
across all applications

Include Help Desk Information?
Yes

This will include relevant Help Desk information in the
footer of the email,

Role Category

Role

User Status
B Active [ Locked

v Email Details

Subject *

Body*

[+1show formatting instructions

CANCEL NEXT
3) Inthe Emails Details section, the GSM enters the Ad-hoc email
message.
Send Ad-Hoc Email
v User Filters
System Role Category
User Type Role
send To All Users? Include Help Desk Information? User Status
Ye: Yes B Active B Locked
o all Active and Locked users in the system  This will elevant Help Desk information in the
v Email Details
Subject*
Body *
CANCEL NEXT

4) Additional formatting instructions are available by clicking on [+]
Show Formatting Instructions.
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Send Ad-Hoc Email

v User Filters

System Role Category
User Type Role
Send To All Users? Include Help Desk Information? User Status
Yes ves [ active [ Locked
T ked users in the system  This will indude relevant Help Desk information in the
acre footer of the email

v Email Details

Subject*

Body*

rmatting instructions

CANCEL

5) After completing the email, click “Next” to go to the next screen.

6) On the confirmation screen, the GSM can review all the details
pertaining to the ad hoc email.

7) Towards the bottom of the page there is a warning banner which will
show the number of users to whom the ad-hoc email will be sent. The
GSM may click on Proceed and Send Test Email. This will send the
GSM a test email.

Ad-hoc Email Confirmation

vSelected Filters

System FACES Role Category Global Users
User Type FTA Role N/A
Send To All Users? No Include Help Desk No User Status Active, Locked

Information?

vBasic Information
Subject Reminder
Body This s a friendly reminder that training certificate submissions are due at this time.

Recipient Type 8cc

vEmail Recipients

Username T System(s) User Type Email Address
aaria.supervisor@dot. gov FACES FTA example@example.com
abby.administrater@dot.gov FACES FTA sunjida.alame@hil.us
demo.dgs.gsm21@dot.gov FACES FTA dgsgsm@example.com
demo.ntd.gsm21@dot.gov FACES FTA brian.anderson@hil.us
demo.ssor.gsm21@dot.gov FACES FTA brian.anderson@hil.us

Status
Active
Locked
Active
Active
Active

1-50f15 > »

o \

Submitting this form will send an email to 15 userts). To submit this form you will need to click the proceed and send test email button which will send a test email to your email PROCEED AND SEND TEST EMAIL
address on record. Please validate all information befare submitting. This action should not be run during pesk business hours.

CANCEL | BACK SEND TEST EMAIL

8) Any changes can be made to the email by clicking on Back.
9) When ready to send the final email, click on Submit.
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S
User Details Report

The Reports tab contains all reports that the user has access to. The purpose of
this report is to provide a way to search for users by different characteristics.
The logged-in user can only search for other users that he or she is approved
to see (the same set of users that displays on the User records list in Section

3).

& I}

Selecting an individual report from the list will launch the report process that
presents the finished report details to the page. Selecting User Details Report
from above presents:

vReport Filter Criteria

system  Selecr an Application - Cost Center  5elect Cost C -
Role Category ~ 5e/ect - User  sele

Access Contral  Select & groug - Name 5
Group
Status | | Active
Organization @ oukéd

Role  Select z Role - Deactivated

Display individual Roles in Grid CLEAR FILTER(S)

Users

Last ? =
N Last, A Control Cost e Created Modified Last Li
Username | system  fccess tontro o Organization Role certified g S astLogin
Date Date Date

First) Group Center Date Statys

The report page provides several ways to filter the data presented. In most
cases, the report filter is pre- determined by the logged-in user’s
characteristics (Role Category, Access Control Group, Cost Center and/or
Organization). The filter can be further limited by Username, or by partial
name (first or last). The list can also be filtered by users who are Active,
Locked, or Deactivated.
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+ & CREATE NEW USER

+ 8 CREATE MULTIPLE USERS

System
Role Category

Access Control
Group

Organization @

Role

v Report Filter Criteria

Cost Center

User

Name | Searchon

status [ Active
Locked
Deactivated

Read Only - (TrAMS), User Manager - (TrAMS)

Display individual Roles in Grid

Users
z Access Control ~ Cost e Last Certified  Created Modified Last Login
Username T Name (Last, First) System Grou cehter Organization Role Dite Dite Deta Date Status
. U 9/3/20209:18  3/20/2019 9/3/2020 1:40  9/2/2020
aiden.al@mailinator.com Al, Aiden (Mr.) TrAMS Region 1 TRO-1 (ONI\;DOT e PM 2:44 PM AM 11:09 AM Active
BT GMT+00:00  GMT+00:00 GMT+00:00 GMT+00:00
s, . 7/15/2020 2/7/20199:17  8/17/2020 91242020
alexa.hill@mailinator.com Hill, Alexa (Mrs.) TrAMS  Region 1 TRO-1 CONNDOT Manager 1:22PM PM 4:04 PM 11:09 AM Active
BST GMT+00:00  GMT+00:00 GMT+00:00 GMT+00:00
To return to the full list, select CLEAR FILTER(S).
Clicking GENERATE REPORT will execute a process to create an Excel
spreadsheet of details.
User Details Report
~Repart Fllter Criterla
Syalam (AN - Coml Cariar  Sl- Bepinci 7 | -
Rols Cabepnry  Harpasel - L T o el
FcremsComtral | Svag - Hame = b
Graup
Skaiun
drpanizatinn Zab oo L ey v
E— T - Ik dimadie]
B Cismizy rdradal Bies S d LLEAR FILT!
Lsers
Hame [Last iy o Last Cartif
uszriame t g " sEem comrs = OmiriEn  Aole el T TR MpdnedDgte  LomlognDate  seus
rexl Geoug onezr 13
. Drguser Ao L bt b s - 1255300 240
,_ i Tram:z TROZ 1414 NTC Doweoper A
Einatisoon | T AR, 1. EPTHTS
s fra T ETEknek o iy 1AR [ 1414 - K|
TSN EEMINEIm L psEriNr TTAME ROE 1314 T 'f:l’_x :

A prompt will pop up asking to verify to generate a report with the current

filters.
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Are you sure you wish to generate a report with these filters?

Clicking the link to the report (User Details Report) will create a task with a
download link. Once opened, the Excel spreadsheet presents separate data
pages based on the details selected.

=11

A1
1050 A
EOT
EaeTrs gt g VSOR LocHl Securtty SR angrniate AT WA LT ] L
o Mlanagees LSk » : Baprter Vel AN ST JOSTAMEET  BESTAMEST 14 AMEST
_ AEsraste Srporte g ESONLetalfecinty AT Unae T FTR0TE AT VHRN0
adal . [TEEPRET 3 - Leprazer Vordd AN EST  AIRPMEDT  BIEPMEDT  ETLAMEST A

1=-cf3F 53 B

Vaur document is bping prrerased. Fou will receive 3 Tass with a dowrnigad ink when it i ready Meass note that the prasess may take s while

3.4.2 Recertification Status Report

After the end of each recertification window, FACES will generate a
recertification status report, accessible by Global Security Managers and Local
Security Managers only (see Section 8.1 for Recertification Process).

How a Certifier can view recertification status report:
1) Certifier log into System and clicks Reports.
2) User clicks Recertification Status Report.

User Management ~ n Y o vt

User Deactivation History Report
View User Login Detais, Roles. and other Data view User Deactivation History view the Re

3) The System displays Recertification Status Report.
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4) The Certifier has the filtering options by systems, year, role,
recertification group, organization, and access control group.

System | FACES - Year 2020 =
Recertification C € = — B :
Group
[+ i
Access Control  Se'ecr 5 Grou i rganization
Group

CLEAR FILTER(S)

v Recertification Status By Role Grouping

Last Updated: 3/17/2020 4:53 PM GMIT400:00 Status by Recertification Grouping

Recertification #of User Roles 4 of User Roles No data available
| Completeness
Grouping Certified Remaining

No data available.

5) The Certifier can see recertification status by role grouping.

System ‘ TrAMS v| Year 2020 v
Recertification | Select Recertification Graup L Role | Select a Role >
Group
Organization  Se/ec a0 Organizano,
Access Control  Se/ect & Group - :
Group

CLEAR FILTER(S)

v Recertification Status By Role Grouping

Last Updated: 2/17/2020 4:54 PM GMT+00:00 Status by Recertification Grouping

# of User Roles  # of User Roles

Recertification Grouping Cortifica | Resvaining

1 Completeness

" 4,370

T 4k
TrAMS Org Users 225 4370 5% =

=
TrAMS User Managers (UMs) 36 1825 2% s s

E 2k 1643 =
TrAMS FTA Staffs 193 1643 1% =

21 328 193 162 225
4 2 5 4 31 36
TrAMS Contractors 211 323 40% 0 — — ——
© o & % &
5 & & oF & < &
TrAMS Local Security + & & A & & &
31 162 16% o o £ 3 of 5 o
Managers (LSMs) & & & & & * R
a8 & & <& o & o
& & )
TrAMS DOL Reviewers 5 4 56% & o &
. Recertification Groups

TrAMS Auditors 4 2 67%

® user Roles Certified @ User Roles Remaining
7 items

3.5. Help Center

The Help Center tab contains the FACES User Manual, Frequently Asked Questions
(FAQs), and System Information.
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% |t
ACTIONS REPORTS R User Management ~

Hello, Aiden

Welcome to the FACES Help Center!

@ —
H—]
H—

FACES User Manual Frequently Asked Questions

This easy-to-browse user manual will show you how 1o leverage FACES in a productive and efficient way to work for you! Answers to frequently asked questions about FACES, such as: how to perform basic functions and navigate the application

i}

System Information
Find detalls about System, Version and Recent change log information

3.5.1 FACES User Manual

To access the User Manual/User Guide, click on FACES User Manual.

User Management ~

— '
N2 i& D T o W

Welcome to the FACES Help Center!

=
FACES User Manual Frequently Asked Questions
This easy-to-browse user manual will STOw you how to leverage FACES in a productive and efficient way to work for yout Answers to frequenty asked Questions about FACES, such as: how to perform basic funcions and navigate the application.

System Information
Find details sbout System, Version and Recent change log Information

On this page the user can view it directly, download, or print it out.

BACK

FACES User Manual

0| Download User Manual

= FTAAccess Control Entry System User Guide Version 1.1 Ve | — e+

FEDERAL TRANSIT ADMINISTRATION

FTA Access Control and Entry System
(FACES)

3.5.2 Frequently Asked Questions

Users can click on Frequently Asked Questions to review helpful answers for
questions that are frequently asked.
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User Managemen

Welcome to the FACES Help Center!

FACES User Manual Frequently Asked Questions
u s FACES, such as: ho

ive and sfficient way to work for you Answ stions abou <h es: how m basic functions and navi

This easy-to-browse user manual will show you n 2 pri

ihe application.

System Information
Find details about System, Version and Recent change log informatin

Responses for each question can be expanded by clicking on a question.

Frequently Asked Questions

vLogin.gov FAQs

>Can | recover my account if | lose my MFA authentication method/password?
>How can | use Login.gov for logging into the TrIAD Platform?

>How do | access my account if | don’t have access to any of the multi-factor authentication (MFA) methods? For ex: | changed my mobile number (or) | have uninstalled
Authenticator app

>How do | reset my Login.gov password?

>If a user already has a Login.gov account, will they be able to use it for this platform?
>1f a user has a Login.gov account with a different email address, how can they add additional emails to the account?
>*What happens if a user enters an incorrect password multiple times?

>What happens if a user requests too many security codes?

>*What happens if a user submits an incorrect MFA authentication code multiple times?
>What is the difference between External users and FTA users?

*What should a user do if they get locked out of their account?

>Where can | find training materials related to Login.gov?

~FACES FAQs

>Can | manage my own user role(s)?

>How do | a create a User Manager?

>How do | create a hew User?

>How do | recertify a user?

3.5.3 System Information

System Information allows a user to view information on the latest version of
the system and provides Help Desk information to the user should they
encounter any issues with FACES.

Hello, TrAl

Welcome to the EACES Help Center!

FACES User Manual Frequently Asked Questions
This easy-to-browse user manual will show you how to leverage FACES in a productive and efficient way to work for you! Answers to frequently asked questions about FACES, such as: how to perform basic functions and navigate the application

i)

System Information
Find detalls about system, Version and Recent change log information
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System Information

FACES - System Information

System Details

Name FACES Current Version 6.1.19
Release Date May 12,2021

Description User Management

Help Contacts

Description Contact Information

FACES Help Desk Email FTAITHelpdesk@dot.gov

Releases
System Version Description
FACES 486 FTA Access Control Entry Systerr
M
y sync process
FACES 5.1.1 f

uld like to set Site splash page as a default

Release Date

6/5/2019 12:00 AM EDT

1/12/2020 2:56 PM EST

System  FACES -

Users with access to multiple systems can use the drop-down feature to view

system information for other systems they have access to.

System Information

FACES - System Information

System Details

Name FACES Current Version 6.1.19

Description User Management Release Date May 12, 2021

Help Contacts
Description Contact Information

FACES Help Desk Email FTAITHelpdesk@dot.gov

Releases
System Version Description
FACES 4886 FTA Access Control Entry System
Minor:
xes filter population issues in Recertify users pa
Removes unnecessary reactivation/deactivation in LDAP nightly sync process
FACES 6.1.10 ws TrAMS user details re| rers to view TrAMS user profiles

el for User profiles

68: RES Allows hyphen in address
n, If user would like to set Site splash page as a default

TES
TESS-7236: RESOLVED: Allows unchecking favorite of

page
TESS-7240: ENHANCED: Adds additional roles for OTrak system

System  FACES -

Release Date

6/5/2019 12:00 AM EDT

11/12/2020 2:56 PM EST

4. System Users

A User Record includes all information directly related to the user’s Profile (e.g., name,
address, title, and role(s), audit history). It also includes all news items specific to the
user and any Kudos received. Users may see other staff members’ User Summary page

and User Details within their organization.

Each user may manage their own Profile information. Some user information may be
edited by the individual user. User roles are granted and managed by User Managers,
Local Security Managers (LSMs), and Global Security Managers (GSMs).
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4.1. User Types

There are three account types used to classify each user on the FTA platform:
FTA users, Organization users (e.g., TTAMS Recipient, DGS Recipient and NTD
Reporter), and External users.

1) FTA Users: This user type includes FTA employees and federal contractors
who directly support FTA. All FTA users have FTA email accounts ending in
@dot.gov.

2) Organization Users: This user type includes individuals who are employed
by or support an organization that uses an FTA platform software system.
The users are grouped by their organization(s). This user type includes
TrAMS Recipients, DGS Recipients, and NTD Reporters.

3) External Users: This user type includes individuals external to FTA but
provide support or oversight to one of the FTA platform software systems.
External users have three sub-types: Auditors, Contractors, DGS DOT users
and Department of Labor (DOL) users.

The types of roles that a user can be granted are specific to the user’s account type.
FACES defines standardized role types, role hierarchy, and security for the various
software systems on the FTA platform. New roles and user categories may be
incorporated as needed in the future to allow FACES to support additional software
systems and to meet changing requirements.

4.2. User Roles

User roles on the FTA platform are grouped by role category (e.g., FTA Staff,
TrAMS Recipient Users, TrTAMS Reporters and DGS Recipient Users).

Each organization user has an assigned User Manager. The User Manager assigns
roles to each user in their organization in accordance with the rules specific to their
FTA software system (e.g., TrAMS, NTD, SSOR, etc..). Users may be assigned one
or multiple roles within their organization. Roles assigned to each user control the
Actions available to a user and the Tasks assigned to the user.

The image below provides an outline of all user roles within the FACES landscape.
Each will be further defined in subsequent paragraphs.
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System Administrator

Global Security Manager (Super LSMs, NTD Signers, GSM)

Validation Team

Reporter UM

Reporter Lser

The following tables lists the available user roles that may be assigned. For
definitions of each role and associated privileges, please see the corresponding

system user guide.

Organization User Roles FTA User Roles External User Roles
NTD 1) CEO System Administrator 1) Auditor
Reporters 2) CE.O Dl 1) System Administrator

3) Editor
4) NTD Contact e
5) Safety Contact 1) FTA Signer
6) Safety Editor 2) FTA Viewer
7 Salisyy e 3) Global Security Manager (GSM)
8) User Manager
9) Viewer 4) Global Viewer

5) User Details Report Global Viewer

FTA Staff

1) Local Security Manager (LSM)

Validation Team

1) Validation Analyst

2) Validation Ops

3) Validation PM

4) Validation QA
1) Attorney System Administrator Auditor
2) Civil Rights 1) System Administrator 1) Auditor
3) Developer Global Roles DOL User
4) FFR Reporter 1) Global Security Manager (GSM) 1) DOL Reviewer
5) JPC Procurement Officer 2) Global Viewer 2) DOL User Manager
6) MPR Reporter 3) TrAMS Help Desk T g 0
7)  Official 4) User Details Report Global Viewer 1) Contractor
8) Read Only FTA Staff
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9) Submitter 1) Administrator

10) User Manager 2) Apportionment Manager
3) Budget Analyst

4) Budget Director

5) Civil Right Officer

6) Dataset Administrator

7) DBE Approver

8) Director

9) Director of Operations
10) Discretionary Admin
11) Discretionary Manager
12) Environmental Reviewer
13) Initial Reviewer

14) Intake Manager

15) Legal Counsel

16) Local Security Manager (LSM)
17) Post-Award Manager
18) Pre-Award Manager
19) Read-Only

20) Reservationist

21) Supervisor

22) TCA Recorder

23) Technical Reviewer

24) Transit Director
25) Vendor Setup
System Administrator Auditor
1) Administrator 1) Auditor
Global User DOT User
1) Global Security Manager (GSM) 1) DGS External —
2) Global Viewer Fatal Flaw
FTA Staff Reviewer
1) DGS FTA — Fatal Flaw Reviewer 2) External Read
2) FTA Staff Read Only Only
3) Local Security Manager (LSM) S Reviewer
A) Management Non-DOT User
5) Program Admin/Manager
. 1) External
6) Reviewer Reviewer
7) Team Lead
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1) Alternate Reporter
2) Primary Reporter
3) User Manager

4) Viewer

System Administrator
1) System Administrator
Global Roles
1) Global Security Manager (GSM)
2) Global Viewer
3) Program Management Lead
FTA Staff
1) Director
2) Local Security Manager (LSM)
3) Program Management Team Member
4) Regional Safety Officer
5) Validation Lead
6) Validation Team Member

Auditor
1) Auditor

DOT User
1) External Validation
Team Member

System Administrator
1) System Administrator
Global Roles
1) Global Security Manager (GSM)
2) FTA Users
3) Global Viewer
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1) Recipient User
2) User Manager

Administrator

1) System Administrator
Program Admin

1) Program Administrator
Global Users

2) Global Viewer FTA
Staff

Staff
1) Civil Rights Officer
2) FMO Program Manager
3) HQ User
4) OAT Program Manager

7

)
)
)
)

5) PSR Program Manager
)
) SMR Program Manager
)
)

9) TCR Program Manager
10) TR Program Manager

11) Tribal Transit Program
Manager
Region

Region Read-only

1)
2) Region User
3) Regional Oversight Director
4) Regional Tribal Liaison

)

Point of Contact

1) Global Security Manager (GSM)

1) Local Security Manager (LSM) HQ

6) Single Audit HQ Program Manager

8) SSO Audit Program Manager

5) Single Audit Regional/Program Office

External Auditor

1) DOT User
External
Read Only

2) OIG Auditor
(Read-only)

Contractor

3) CTR Program
Manager

4) CTR Recipient
Delegate

5) CTR Regional
Delegate

6) CTR Reviewer

7) CTR User
Manager

HQ Staff CTR

Delegate

8) CTR Review
Requirement
Editor

1) CEO

2) NTD Contact
3) Editor

4) Viewer

5) Safety Contact
6) Safety Editor
7) Safety Viewer
8) CEO Delegate
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SO ORVEVE 1) Grantee Global Users:
1) Global Security Manager (GSM)
2) Read Only 2) Global Viewer
3) Approving Official FTA Staff:
1) Local Security Manager (LSM)

Table 1 — Organization User Roles
4.2.1 User Visibility

There are explicit rules controlling access to user records and user
information within the system. The following rules independently to each
FTA system (e.g., TTAMS, NTD):

1) Organization users can see all other users within their
organization(s). For example, a user who belongs to ‘Transit
Organization Blue’ will see all other users with roles in ‘Transit
Organization Blue’.

2) Organization users cannot see FTA user records, external user
records, or users outside their organizations.

3) FTA users can see all other FTA users within their system (e.g.,
TRAMS, NTD, DGS).

4) FTA users can see all organization users who belong to organizations
within their FTA region or cost center. Global FTA users can see all
organization users within their system (e.g., TrAMS, NTD, DGS).

5) FTA users with specific roles (e.g., GSM, validation analyst, LSM)
can view external user records.

6) External users can only see user records for other external users of the
same subtype. For example, TrAMS DOL users will only see other
DOL users in TrAMS.

The following table summarizes these rules from the perspective of the logged-
in users type:

User Records I Can View

Organization FTA External

My User Type

Organization All organization users within my No FTA user records. No external user records.
own organization(s).

FTA All users belonging to All FTA users within See some external user
organizations within their FTA the user’s system (e.g., records depending on roles
cost centers. NTD, DGS). assigned.

A global user sees all
organization users within his/her
system (e.g., TTAMS).
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External No organization user records. No FTA user records. All users of same external
subtype (e.g., Auditor) in
my approved systems (e.g.,
TrAMS, NTD, DGS).

Table 2 — User Record Viewing Privileges
4.2.2 User Record Content

Each user’s record opens to a user Summary page.

L]

REPORTS MELP CENTER User Management =

aarya developer

B aarya.developer@test.com
. (121)232:3444 (Office)
B 12370Testst

w2

qw. DC 12436

User record content is split between multiple pages. Each user’s record
contains:

1) A User Details page visible to all users who have access to that
user’s record. The User Details page contains the user’s account and
contact information (e.g., first and last name, email, user type, and
account status).

Cook, Dale (dale.cook@dot.gov) | &
Summar m UsirAsisn  Hatory  Wewa  Rsleted Sctor
Account Information
Uzer Type FTA Status Amive
Creaved On 228000 Last Lagin Dare
Username deis szacons po Tirke

Firak Nams Ciale

Mizdle Mar

Last Mama Cock
Contact Information

Emall sure 1620 BBigmak oo Fax Number
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A User Roles page visible to all users who have access to that user’s
record. The User Roles page contains a grid of the user’s active Roles
and current User Managers.

@Il Lk
Global Security Manager GSM, TrAMS (sunnie.supergsmuser@mailinator.com)

Bedsincd iz lns

Roles

Rk Rz Catisgony Syarem ACcoss CAnmy Brvas Cosr Corear Orgarizzion Csu it
bl S iy NI 1GENY Gl Lsers NTD Ui & Mid His
Finshial sy Pansper i L TR i 4 H Hih
Guobal Sccofy Fznzgor 1384 Gooa Lsors T Pisa, i, F s
Conzbul e ariy Bansgen Ll L = A i [T R
13kl Bna Ty nInar 1G5 Glnig Loz IECR Med, M, 23 s

A History page visible to each user and their management chain (User
Managers, Validation Analysts, LSMs, GSMs). This History page
contains an audit trail of changes to the user’s Profile and Roles. Users
can filter role history using the following filters: System, Role
Category, Status, Cost Center, Organization and Role.

mmary  User Details  User Roles

System - Access Control

Group
Role Category d 2 i Cost Center
Role e o
Organization
Status -

Role History

Governments (CRCOG)

CLEAR FILTER(S)

Role Role Category System Access Control Group Organization status Comments Change By 1 Date
Recipient Submitter  Recipient OTrak OTrak Region 1 Approved arya fosum@mailinator.com 1413/2021
User Manager Reciplent oTrak OTrak Reglon 1 Approved fta.david.schilling@mallinator.com 11212021
User Manager Recipient OTrak OTrak Reglon 1 Deleted aryafosum@maliinator.com 111212021
ReciplentApprover  Reciplent oTrak OTrak Reglon 1 3 sckin ol Approved aryafosum@mallinator.com 1122021
clplent Approv eciplent oTral eglo s ety ADDrOV arya.fosum@mallinator.co 1/12/2021
T Rl ki s . o] 330 - Capi jion Council Of ol T e s S
User Manager Recipient OTrak OTrak Reglon 1 v it G Requested arya fosum@mallinator.com 1/12/2021
1-50f82 >
Certification History
Role Role Category  System  Organization Comments  Change By Date | Projected Recertification Date
1330 itol Region Council O _ A
Reciplent submitter  Reciplent oTrak L T Sean Rt arya.fosum@mailinator.com 11372021 7:29 AMEST  12/25/2021

The News tab shows a listing of user activity with the most recent news
displayed first.

:E'E:;:-:k:"bale (dale.cook@dot.gov)

Sumea User Datais U s
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5) The Related Action page contains any actions the viewing user is
allowed to perform on the record. On this page, the user can manage
their Profile, Security Questions, and PIN.

Attorney, Testing (testing.attorney@mailinator.com)

¥
¥
&
c

B

For detailed information about these user record pages, please reference Section
64.

5. Managing the User’s Own Record

5.1. Related Actions

By selecting Related Actions users will be provided with additional options that can be
performed on their Summary page.

Reconrds = Lsers

WMATA, Submitter (wmata.submitter@fake.com)

Summary User Details User Roles History Hews Related Actions

l’ edit Profile
Edit Profile

l’ Manage Security Questions
set or update account security questions

& Manage PIN
Set or update security PIN

5.1.1 Related Action: Edit Profile

All non-FTA users can edit their own user profile (name, contact
information, and business address) using a profile related action. The only
profile information users cannot self-update is their username and email
address. FTA users cannot edit their profile information because their
information is provided to FACES by a nightly information transfer from
FTA’s internal systems. If an FTA user’s information is incorrect, the
information must be updated in FTA’s internal systems.
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To edit the user’s profile:

1) Locate the User Profile through either the User Settings page or the

Records page.
2) Select Related Actions.
3) Click Edit Profile.

& Wandge PN
Zek of updzie s2ourty Sih

Transit-Rider, Sophia (transit.user@fake.com)

4) The Edit User Profile page will display all previously saved user-

associated details in editable fields.

Edit User Profile

Basic Infarmation
Usernama *
H usengeake o

Transit-Rider, Sophia (transit.user@fake.com)

DepaTa i

Tinarczs

5) Click Cancel to return to the Related Actions page without saving any

changes.

Forst Nemu ®
Hznonfe®

Laprh

Micdle Hame
Company Name
Loca Transh amercs

Last Mame =

Iramrli e

Contact Information
Email 6

DL ERmEE L

Fhore Humber *

[EEIREEREEY]
Adrirang 1 e
51 Trarsh veay

Address 2

D=partmant

Fax Humbmer

Tip Cade®

op

PO B0
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Update any of the data fields as needed and then click Save to save all
details. Required fields are marked with an asterisk * on the form. If
required fields were missing from the previous FACES version, you will
be required to add this information to save any other updates.

Hanosihe*
ephiz

Midddle Mame
{ompany Name

.......
Snancas

Contact Infermation

email &
Fhone Mo=ber®
123 135 Tad
Acdreas 1

121 Tranztway e

Bidress 7

Selecting Save will execute a validation script to ensure that all data
entered matches pre-determined rules (e.g., the PO Box field cannot
contain any letters). Once the data is validated, the information is saved
and the Related Actions page displays. The system will briefly
display (within the header area of the Related Actions page) a
message that the Action Completed Successfully, indicating that all of
changes were accepted.

5.1.2 Related Action: Set Security Questions/Answers

New user accounts are automatically assigned a Task to set up an initial set of
Security Questions and Answers (Q&As) to ensure the security of the account
and to provide a mechanism to re-establish access when lost due to a lockout,
etc. To begin that process, the user must be assigned a Task to Set Security

Q& As.

A few rules apply to the setting of Security Q&As:

a)

b)

c)

d)

All users can set up and manage three (3) security questions
through the Manage Security Questions page.

Questions must be selected from an FTA approved list and 3 distinct
questions must be selected.

Answers must contain at least three (3) characters and cannot be
used for more than one question.

Users must correctly answer their existing questions to change them.
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e) Users have three (3) attempts within a calendar day to answer their
security questions correctly before they are locked out of the action.

f) Users cannot see the Manage Security Questions page on any other
user’s account.

g) Users will receive an automated email notification any time their
questions have been updated.

To being the process of setting one’s own security questions:

1. Locate the User Profile through either the User Settings page or the
Manage Users page.

2. Select Related Actions.
Click Manage Security Questions.

4. The Manage Security Questions page displays, providing three
areas for the user to select from a dropdown of questions and to enter
their own answers to those questions.

Manage Security Questions

Questian 1 °

BAnawwr® Artype Anwmer

QuESEhIn 2°

Anawer® Aatype Ansmer =

CUESLRIN 5 *

Angwer® Retype Ansmer
5. Select the question for each of the three security questions and enter the

appropriate answer.

Manage Security Questions

Quesiian i ¢

Wb waara Hes menies ulyu fiesl ped?

Quescian 2

LERE Ariype dnsmer®

Questkn 2

1t S it WU Cane nts meaf?

Bnawer* Retype dnsmer
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6. When all three questions have been selected and answers provided,
click Submit.

| Y PTVSTEE T S 4 1 e w51 I ATCTA BTE AR08 R 5107 g = T VANEST SIat £ e A,

Manage Security Questions
Bnawur® Rurdypu dnumar
ko o

Anawnrs Awtype dneser

Enswer Rriype dnsmer

7. The Tasks tab will display with the just completed Set Security Q&As
task being cleared from the page.

5.1.3 Related Action: Manage Security Questions/Answers

FACES provides a set of questions to add security to some of its functions.
Three security questions, as set by the users themselves, are required to
complete specialized actions.

To begin the process of managing one’s security questions:

1) Locate the User Profile through cither the User Settings page or the
Records page.

2) Select Related Actions.
3) Click Manage Security Questions from the Related Actions page.

:I:r'ansi—t—Ril:Ier, Saphia (transit.user@fake.com)

& Eit Profie
TrF Proste

4) If there are existing security questions associated with the user profile,
the Answer Existing Security Questions page displays. This page
presents three questions and gives the user three attempts (within a 24-
hour period) to answer them correctly.
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Answer Existing Security Questions
Fempriten==r aneaers i sen ity e siars, please oot e Heop T,
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Question
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Anuwnr*

Quartion
WAIGL & e Tl o s e
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TARNCEL |

5) Enter the appropriate information and click Submit.

Answer Existing Security Questions

Vimed was I meme ol el et

Ansmii

1 sirascy vase sear by puaitions oet o b e sackd Fos bz changs a1 g o e armvens. e sk Hebeomactly anuser p2ur ad vl=g questizra Y.
IEgten |16 ATAETE FELN BACLIS TLSY AL, TS Cratact Has (b f Dk
Question 1

e 1 sbiprephs whna 39 oureinzos f ver v Herkiy, By b

I Fian

Quastan 3
N or s Lhe mahe of gour Frescar

Anvmer®

I ey

Question 3
VipE I oy Senr b Ena Tt nas

Ansmer©

I=

CANTEL

6) If the information entered for each question is incorrect, the answer to
all questions is removed and a prompt is displayed to alert the user that

they have not entered correct answers.
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ommany  UserUcwils  gscriks HEOny MOws

Answer Existing Security Questions

Wiarwas the nome of your it pet®

Anvmer ”

et srmnty =mam i s sl o 42 e hane s P QT o o B, ) P Frn emmarty e g andoing st Ve e 3 vz acthis a 1 haar windza e By pmir e
Frpnren ite-ans o4 211 £, TlPORR RN e kel Cuark
Quesban 1
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Question ?
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Quasban 3
Vi e Foreot L ezl Ledn

Anymer "
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CAMTEL

7) Click Cancel to abort the security questions page.

Samary U Dclab UierBubn Hiay

Answer Existing Security Questions

Tt 2ty S3aT AT I S S B B 33 ¢ BGPTSR, Y0 P T STy S T ding e, Yo oy & shemats
PO 1h LRSI T BT 10T e EnAI the e ek

Queskinn 1
VIS the o af o AR

Anvmer =

withina 5 hasrwrdow ety paur dem T T

Queston

Wk v e make o poar sk cart

AnsmiT "

Quesbian 3
Wiad opzu Tareot i wzarls Lean

Ansmer *

DN G O 0PI BATLry UAST 07 S EWETE (£ TN00 AT Vo4 e T RHaTIpe! rarmain ng.

8) The Related Actions page is again displayed.

9) If the information entered has been corrected for each question, click
Submit once more.
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Cumxlion 1
WRIEWRE TnE R B WD P 1T par?

Arovesr®
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Question 3
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Ansvart
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Quustive 3
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LANCEL

10) Once the three answers have been verified, the user is presented with a
fresh page within which to enter either a fresh set of questions/answers
or using one or more of the previous questions/answers and adding
more.

Manage Securlty Questions

AR VTR e i 2R LTI TR 8L i 0 T 1 1 S RS B 1 1Rk I ST SR (i 131 U SR S S R e

Queszizn 1%

| W s the mame Chau A nes

Bacnert Reswpe snswer

Questien 3¢
w4 e the mizke ot wour Trss cars

LT HESyp & BIEwT

Guestion 3°

W9 ul e o Tawon D Spa TS DEEme

Mg B

CRNCEL

ST

11) Click Cancel to abort the security questions page and return to the
Related Actions page.
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Manage Security Questions

et anamer theve S ey quediane Thase suer apecn Br e - arhe ciernn 10 imick s ot Fesns i Tl T SeewT S nad o e
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12) If a previously used question is selected from the dropdown provided,
an error message is raised that warns the user that You can’t pick the
same question twice.

-

Manage Security Questions

Sl I DAY 1IN S L S T, THRG MBS 15 bt L LB (o S LLIRTL Lol =100 IR AL JAAT. Bl AN B AT 6 1R L b1 BRS
Questian1®
LI TR S IR DY e

Answur Fatyps Amswur®

Quealian 2

Wl e L e o g Led zan?

Annwer s Firtype Ammmr®

Queatmn 3*

Whak = o sessdie seocts bearm?

Enswer* Ftype Boewert

[ FOU G pick the S Quisticn paice.

CAMORL

13) Click Submit to save any changes made to any of the
questions/answers.

Note: Only the first question was changed.
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Manage Security Questions
Select and answer three (3) security questions. These questions can

be used for authentication to unlock your account. Please note that your answers are not case sensitive.
Answer * Retype Answer *

Answer * Retype Answer *

Answer * Retype Answer *

CANCEL

14) The Related Actions page is again displayed.
Related Action: Reset Security Questions

If a user is unable to answer security questions to re-establish access due to
a lockout, etc., security questions can be reset by a System Administrator or
through contacting the TrAMS Help Desk.

Related Action: Creating a PIN

Some user roles require a personal identification number (PIN) to complete
actions or tasks within the system. These roles include the TrAMS Submitter,
Attorney, Official, and Regional Administrator. Users that have one or more of
the PIN-based roles gain access to a new user profile Related Action to set
their personal four-digit PIN code. This Related Action will be shown as
Manage PIN. Adding any of the PIN-based roles to a user record will
require that user to make use of a PIN code for certain actions that can only
be performed by those roles.

There are a few basic rules surrounding the use of PINs:

a) Users with PIN roles (TrAMS Submitter, Official, Attorney,
Administrator) will have access to a Manage PIN profile Related
Action to create or change a PIN.

b) No user can see the Manage PIN profile Related Action on any other
user’s account.

c) PINs must be 4-digit numeric codes (e.g., “1234”).

d) To reset a PIN, a user must correctly enter their current PIN or correctly
answer their Security Questions.

e) Users have 3 attempts per calendar day to reset their PIN before they
are locked out of the action.
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f) Users will receive an automated email notification any time their PIN
has been updated.

To create the PIN code:

1) Locate the User Profile through either the User Settings page or the
Records page.

2) Select Related Actions.
3) Click Manage PIN.

Summary User Details User Roles History News Related Actions

* Edit Profile
Edit Profile

* Manage Security Questions
Set or update account security questions

l" IManage PIN

Set or update security PIN

4) First time users will see the New PIN field. Enter a four-digit PIN
code. This is a required field.

Summary  User Detalls  UserRoles  History — News [EEEEIESRSIS

Manage PIN

User Information

Full Name Ms. Arya OrgUm Username aryz.orgum@mailinator.com
Title um Status Active

User Type Organization

My PIN Roles

official, 78100 - TRO-1 - Region 1. 1334 - Transportation. Connecticut Department Of (CONNDOT)

Set PIN
Enter New PIN *
Re-enter New PIN *
CANCEL SUBMIT

5) Select SUBMIT so save the PIN.

6) Select Cancel to return to the Related Actions page without saving
any changes.

5.1.6 Related Action: Changing the PIN
Once the PIN has been created, a user may again select the Manage PIN
function from the Related Action page to change or re-set their personal four-
digit PIN code.
To change the PIN code:
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1) Locate the User Profile through either the User Settings page or the
Manage Users page. Select Related Actions and then click Manage
PIN.

Summary User Details User Roles Histary News Related Actions

& Edit Profile
Edit Profile

+ Manage Security Questions
Sel or update account security guestions

* Manage PIN
Set or update security PIN

2) The Manage PIN page will display User Information as well as the
roles to which the PIN has been applied.

Summary User Details User Roles fistory News Related Actions

Manage PIN
User Information
FullName Ms. Arya OrgUm Username arya.orgum@mailinator.com
Title um Status Active

User Type Organization

My PIN Roles

Official, 78100 - TRO-1 - Region 1. 1334 - Transportation, Connecticut Department Of (CONNDOT)

Verify ldentity

tPIN

ng Security Questions

Current PIN*

CANCEL

SUBMIT

3) The user is provided with two separate mechanisms by which they can
verify their identity. One includes simply entering the PIN (if known).
The other allows the user to verify their identity by answering their
security questions.
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summary  UserDetalls  UserRoles  History  News [EEGEICPYUE

Manage PIN

User Information
Full Name Ms. Arya Orgum Username arya.orgum@mailinator.com
Title um Status Active

User Type Organization

My PIN Roles

Official, 78100 - TRO-1 - Region 1, 1334 - Transportation, Connecticut Department Of (CONNDOT)

Verify Identity

current PIN or the answers to your security questions, please contact the Help Desk.
© Enter Current PIN
Answer Existing Security Questions

Current PIN*

In order to set a new PIN, you must verify your identity by entering your current PIN or by correctly answering your security questions, You have 3 attempts within a 24 hour window to verify your identity. If you have forgotten your

CANCEL

SUBMIT

4) Select Answer Existing Security Questions by selecting the radio
button next to that item. This will cause the three questions to be
presented for the user to enter the verified information.

Verify Identity

Current PIN

© Answer Existing Security Questions
Question 1

What was the name of your first pet?

Answer *

Question 2
What was the color of your first car?

Answer *

Question 3
Inwhat city did your parents meet?

Answer *

CANCEL

SuBMIT

5) Click Cancel to abort the security questions page and return to the
Related Actions page.
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Verify ldentity

Enter Current PIN
@ Answer Existing Security Questions
Question 1
What was the name of your first pet?
Answer *

Cisi
Question 2
What was the coler of your first car?
Answer *

Blue
Question 3
In what city did your parents meet?
Answer *

New York

CANCEL

SUBMIT

6) Complete the information and click Submit.

Verify Identity

In order to set a new
current PIN or the a

ers to your security questions, please contact the Help Desk,
Enter Current PIN

@ Answer Existing Security Questions
Question 1
What was the name of your first pet?
Answer *

Cisi
Question 2
What was the color of your first car?
Answer *

Blue
Question 3
In what city did your parents meet?
Answer *

New York

CANCEL

you must verify your identity by entering your current PIN or by correctly answering your security questions. You have 3 attempts within a 24 hour window to verify your identity. if you have forgotten your

7) After entering all the information for the security questions and
clicking Submit, the user is presented with the Update PIN page,
allowing them to enter a new PIN to be associated with their role(s).
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summary  UserDetails  UserRoles  History News [GEEUSPYeiLH

Manage PIN

User Information
Full Name Ms. Arya OrgUm Username arya.orgum@mailinator.com

Title um Status Active

User Type Organization
My PIN Roles

Official, 78100 - TRO-1 - Region 1, 1334 - Transportation, Connecticut Department Of (CONNDOT)

Update PIN

Enter New PIN *

Re-enter New PIN *

CANCEL

SUBMIT

8) The user enters a new PIN and re-enters the same PIN for confirmation.
If, however, the PIN is not exactly four characters (not less, not more),
an error message is raised that PIN must be a four-digit numeric code.

Summary  User Details  UserRoles  History — News [EEEEICSRNIS

Manage PIN

User Information
Full Name Ms. Arya Orgum Username arya.orgum@mailinator.com

Title um Status Active

User Type Organization

My PIN Roles

Official, 78100 - TRO-1 - Region 1, 1334 - Transportation, Connecticut Department Of (CONNDOT)

AUpdate PIN

I PIN must be a £-digit numeric code

Enter New PIN *

Re-enter New PIN *

CANCEL

SUBMIT

9) Correct the PIN and click Submit.
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Manage PIN

User Information
Full Name Ms. Arya Orgum Username arya.orgum@mailinator.com
Title um Status Active

User Type Organization

My PIN Roles

official, 78100 - TRO-1 - Region 1. 1334 - Transportation, Connecticut Department Of (CONNDOT)

Update PIN

Enter New PIN *

Re-enter New PIN *

CANCEL

10) The Related Actions page displays.

Note: | Ifthe user cannot remember either their existing PIN or security question
answers, the user must contact the Help Desk for assistance.

5.1.7 A Locked Account

FTA complies with U.S. DOT Information Technology (IT) Security guidelines.
FACES uses several security features to ensure that only valid and active users
have access to the FTA platform. One of those features is the User Lockout
function. An automatic account lockout occurs after 60 days of user inactivity
(i.e., after 60 days of the user failing to log in to the FTA platform). The
lockout also occurs when the user is required to comply with an annual user
recertification. Annual user recertification verifies that each user has valid
system access and the correct user roles. A user will be locked if the user is
not recertified during the recertification window. These security features
apply to all software systems that rely on FACES for access.

Users with locked accounts can still log onto the FTA platform but they will be
unable to complete any actions on their account or specific to their roles. The
standard tabs (Manage Users, Reports, and Actions) will contain a limited
amount of data and security-related actions. For example, no tasks will be
available.

Locked users can unlock their accounts using one of two methods: (1) correctly
answering their existing security questions; or (2) submitting an unlock
request. Both methods are available via a single action on the Actions tab.
It is preferred that all users attempt to self-unlock their accounts by
answering their previously setup security questions before submitting an
unlock request; this is the quickest and most efficient route to unlock an
account. However, if a user is locked due to recertification, the user will
not be able to use self-unlock to unlock his or her account. Once an
account is unlocked, the user’s access privileges will be fully restored.
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5.1.8 Answer Security Questions

If the account is locked and security questions were previously set up, the user
can attempt to unlock the account by answering their security questions
through the Unlock Account link on the Actions tab.

Note: See Related Action: Set Security Questions/Answers or Related Action:
Manage Security Questions/Answers for instructions on setting up Security

Questions. User Security Questions cannot be modified while the account is
locked.

The user is allowed three (3) attempts per calendar day to correctly answer the
security questions. Users who have not set up security questions or who cannot
remember the correct answers to their questions must instead submit an unlock
request.

To unlock the account via security questions:
1) Login to your account.
2) Click Unlock my Account.

.

¥

/] ANN
Welcome to the Transit Integrated Appian Platform!

Current user: Alam, Sunjida
Last Login Date: 10/6/2020 9:56 AM EDT

& Unlock My Account

Unlock Account or Submit Unlock Request

& Your Account has been locked. Please click on "Unlack My Account” to unlack your account.

3) If Security Questions have already been established, then click Answer
Security Questions from the Unlock Account page and then click
Submit.

i n e

Unlock Account

Please select an avallable option to unlock account
Options *

Send a request to unlock your account

IoAncwerse(m\(yques[\om ]

CANCEL ‘ SUBMIT

4) Provide the correct answers to the three previously established
questions and click Submit.

Note: Answers are case insensitive.

User Guide, 6.4.7 UNCLASSIFIED Page 65 of 140
FACES



UNCLASSIFIED

Security Questions

a up. If you would i

for,

Answer Existing
You ques

orrectly ans

entity. f you have

Question 1
What is your favorite sports team?

Answer *

Question 2
What was the color of your first car?

Answer *

Question 3
In what city did your parents meet?

Answer *

CANCEL

SUBMIT

5) Ifincorrect information was entered, a validation error message will
display that indicates the number of attempts remaining for the current
calendar day. After three incorrect attempts, the user will need to
submit an unlock request. See section 5.2.2 to learn how to submit an

unlock request.

Answer Existing Security Questions

You already have security questions set up. If you would like to change your questions or answers, you must first correctly answer your existing questions. You have 3 attempts within a 24 hour window to verify your identity. If you have
forgotten the answers to your security questions, please contact the Help Desk.

Question 1
Whatis your favorite sports team?

Answer *

Question 2
What was the color of your first car?

Answer *

Question 3
In what city did your parents meet?

Answer *

I One or more of your security question answers is incorrect. You have 1 attempt(s) remaining.

CANCEL

SUBMIT

6) Ifincorrect information was entered, all three answers will be erased
regardless of which one of the three answers was correct.

7) Enter the correct information and click Submit.
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Answer EXisting Security Questions

Q n 1
What Is your favorite sports team?

Question 2

What was the color of your first car?

8) A message indicating User Unlock Processing will display.
9) Click Refresh.

Unlock In Progress

I This may take  few minutes to complete. You may log out and return shortly, or click Refresh to check If the process is completed I

‘ REFRESH

10) A message indicating Your Account has been unlocked will display.

You account has been unlocked

Click here to go to homepage

11) The user can Click the link to return to the Homepage.

12) An email will be auto generated and sent to the user.
5.1.9 Submit Unlock Request

If a user has not set up security questions or cannot remember their answers,
they can submit an unlock request by selecting Unlock Account on the Actions
tab. The unlock request is automatically routed to the appropriate approvers
(User Managers, Validation Analysts, LSMs, or GSMs). If an organization does
not have a User Manager or the locked user is the User Manager, the request
will go to the next level approver. If the user belongs to multiple
organizations, the request will go to each of the organization’s user management
chain.

To submit an unlock request:
1) Loginto FACES and Click Unlock My Account.
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i A I I \
Welcome to the Transit Integrated Appian Platform!

Current user: Alam, Sunjida
Last Login Date: 10/6/2020 9:56 AM EDT

& Unlock My Account

Unlock Account or Submit Unlock Request

& Your Account has been locked. Please click on "Unlock My Account” to unlock your sccount.

ANREL

2) Select the Send a Request to Unlock Your Account option, enter any
comments pertinent to regaining access, and then click Submit to

finalize the action.

Unlock Account

select an available option to unlock account.

Options *
© end a request to unlock your account

CANCEL

SUBMIT

3) A message indicating Unlock Request Successfully Submitted will

display.
4) Click Close.

Unlock Request Successfully Submitted

[A request to unlock your account was successfully submitted to your User Manager(s) or Local Security Manager(s). ]

5) The request for the unlock will automatically be routed to the

appropriate approver(s).

Users are only allowed to submit one unlock request at a time. Once an unlock
request has been submitted, the user cannot self-unlock their account via
security questions or submit a new unlock request After submitting the unlock
request, the User Manager, LSM, Validation Analyst, User Manager

Supervisor, FTA Signer, or GSM (as appropriate) will receive

an email

notification to review the submitted request. They can either approve or deny

the request. The user will be notified via email of either decision.

If the request is approved, the account will unlock, and all previous

permissions will be restored. If the request is denied, the account will remain
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locked. The user will see the message below if they attempt to submit another
unlock request. If the account remains locked after 48 hours since the request
was submitted, the user should contact any of their assigned User Manager,
Validation Analyst, LSM, or GSM by clicking on the link.

Action Cannot Be Completed

A list of the managers for the user will appear with information for all the
user’s managers.

Action Cannot Be Completed

Managers for Primary Reporter

Show all managers §

Managers 1 Email System  Access Control Group Cost Center Organization

dot Alternate Reporte virginia.hager s SSOR SOR Local Security Managers (LSMs

this action at this time. You have already submitted an unlock request and have reached the maximum number of attempts to Unlock your account using your security questions. If more than 48 hours ha:

6. User Management

6.1. User Management Responsibilities

User management responsibilities include user creation, role assignments, deactivation,

reactivation, and unlocking. Responsibilities vary somewhat by management level.
At the lowest level, each organization will have one or more users assigned to the
User Manager role. FTA approval is required to obtain or assign the User
Manager role to any individual. The User Manager for an organization can perform
the following actions for users within their organization:

e C(Create and Manage Users.
e [Edit user profile information.
e Manage role documentation.
e Deactivate and Reactivate users.
e Unlock users.
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e Recertify users.

FTA Global Security Managers (GSMs) can create and manage all other users within
their system (e.g., TrAMS, NTD, SSOR, DGS and CRM).

FTA Local Security Managers (LSMs) can manage all FTA users within their cost
center, organization users within any organization that belongs to their cost center,
and external contractors. FTA LSMs can also approve role requests from User
Managers.

FTA Validation Analyst can only manage with FTA LSM roles users within their
cost center, organization users within any organization that belongs to their cost
center, and external contractors. Validation Analyst with LSM role can also approve
role request from User Managers.

User Managers (UMSs) can create, manage, and recertify users within their system.

Privileges User Manager Validation Analyst LSM GSM
with LSM
Users authorized to Users in same Organization, FTA, | -Organization, FTA, All users in
ati and contractor users and contractor Platform Svst
manage organization in same Cost Center | usersin same Cost attorm system

Responsibility User Manager = Validation Analyst LSM GSM
Create New Users Yes Yes Yes Yes
Assign and remove Bulk] No Yes Yes Yes
Approve role requests*® No Yes Yes Yes
Edit user profile Yes Yes Yes Yes
Manage role Yes Yes Yes Yes
Deactivate and Yes Yes Yes Yes
Reactivateusers

Unlock users Yes Yes Yes Yes
Recertify users Yes Yes Yes Yes

*User managers can assign roles, however certain roles (UM, Attorney, Submitter,
Official) require approval from an LSM

The remainder of this section presents an overview of each of the user
management activities and responsibilities.

Note: | The organization employs the principle of least privilege, allowing only authorized
accesses for users (or processes acting on behalf of users) which are necessary to
accomplish assigned tasks in accordance with organizational missions and business

functions.

6.2. User Creation

The following presents an overview of the six-step process required for creating a
new user of any type:
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Step 1: Select User Type (Organization, FTA, External)

Step 2: Select Username
(FTA usernames will be available to select. All other usernames must

be manually entered.

Step 3: Input User Details and Contact Information
(FTA user information will be prepopulated.)

Step 4: Add User Roles, Selecting Justification Documents as
Required

Step 5: Create User
(Creation process make take a minute to complete.)

There are explicit rules controlling user creation:

1) Only users with the roles User Manager, Local Security Manager
(LSM), and Global Security Manager (GSM) are approved to create users
using the Create and Manage Users action.

2) Users can only create user and add roles for which they have privileges.
3) Organizational User Managers can create other organizational users.
4) External User Managers can create other external users (e.g., DOL).

5) LSMs and GSMs can create users of any type.

6) When a username is entered to create a new user, the system will flag any
user that already exists and present the creator with the option of going to
the Manage Roles action to add roles to that existing user.

7) A user’s username must be a valid email address.

8) Name, contact, and business address information is required when creating a
new user.

9) A user cannot be created unless at least one role is assigned to the user.

10) Some roles require approval by users with higher privileges.

11) Only roles matching the new user’s type can be added to the user.
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6.2.1 Action: Create and Manage Users

User Managers, Supervisors, Validation Analyst, LSM, and GSMs have
access to the Create and Manage Users action. This action allows a new
user of any type (Organization, FTA, and External) to be added to the
system, however, individual ability to create users of different types is
restricted. The process for creating organization and external users is slightly
different from the process to create FTA users. The two main processes will be
described in separate subsections so that appropriate screenshots can be
shown.

To add a new user:

1) Login to the system as a user manager and click Create and Manage
Users from the Actions tab.

¥ [F)
MANAGE USERS | ACTIONS REPORTS HELP CENTER

User Management ~ O [T e—

2) The user manager is presented with a short list of user types from
which to select. Each type has its own set of role limitations.
Depending on the user manager’s privileges, the user type may be
preselected and locked. DOT Users as shown in the following
screenshot.

3) Select the appropriate user type (as applicable) and then click Next.

Create and Manage Users

Liser Type *
FTa St=dt
Orzanization User le.;. Redpent, Reporter)

Cxlernal User (=g DOL DOT Reaeaern, Aaditar, Coriraars

4) The first information about a user required is their username, based
on a valid email address. This is a required field and will function as
the user’s login. Email addresses should be provided in lowercase. Each
Username field must be unique and cannot be changed after creation.
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Validation checks will confirm uniqueness before moving to the next
step.

Create and Manage Users

Username

The username must be an email address.

BACK || CANCEL

5) Enter an email address and tab forward.

6) Ifthe email is rejected as invalid, the page will display an error
message.

Create and Manage Users

Username

‘ userx@mailinatorcom

The username must be an email address.

Username must be a valid email address. Emails can contain only lowercase letters, numbers, and periods. Emails must contain an @ followed by at least one period (.). I

BACK || CANCEL NEXT

7) At any point in the Create and Manage Users process, the user may
click Cancel to end the process. On cancelling the Create and Manage
Users process, no data entered for that user will be retained.

You are about to cancel the Create User process. No data will be
saved. Are you sure you want to exit?

NO

8) If'the email is accepted as valid, the Next button will be activated,
allowing selection.

Create and Manage Users

Username
userx@mailinator.com

[The username must be an email address.

BACK || CANCEL NEXT

9) Click Next, launching the Create User page. The Username and Email
fields will be pre-populated.
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Email @ *

|Address 1 *

[Address 2

Username *

Userx@mailinator.com  «fjm——

First Name *

Middle Name

Last Name *

Create and Manage Users

Basic Information

Title *

Honorific *

Company Name

Department

Contact Information

Fax Number

userx@mailinator.com _

Phone Number *

Phone Ext

Zip Code *

Zip Ext

10) Enter the Basic Information for the following fields:

a.

The username just entered displays in the Username field but
cannot be changed.

Enter the user’s first name in the First Name field (35-character
limit). This is a required field.

Enter the user’s middle name in the Middle Name field (35-
character limit).

Enter the user’s last name in the Last Name field (35-character
limit). This is a required field.

Enter the user’s job title in the Title field. This is a required
field.

Enter an honorific for the user in the Honorific field. This is a
required field (i.e., Mr., Ms.).

Enter the user’s company information in the Company Name
field.

Enter the user’s department in the Department field.

System information is entered only by the Global Security
Manager.

11) The Create User page also provides data fields for Contact
Information:

a.

The valid email address displays once more in the Email field.
Again, the email address cannot be altered or edited once the
email has been accepted.

Enter the user’s work business phone number in the Work
Phone field. This is a required field (20- character limit).
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c. Enter the user’s business phone number extension
Phone Number Extension field (10- character limit).

in the

d. Enter the user’s business fax number in the Fax Number field

(20-character limit).

e. Enter the first line of the user’s business address in the Address

1 field (60-character limit).

f. Enter the second line of the user’s business address in the

Address 2 field (60-character limit).

g. Enter the city for the user’s business address in the Cizy field

(60-character limit; no numeric).

h. Select the state for the user’s business address from the

dropdown menu provided under the State field.

1. Enter the ZIP Code for the user’s business address in the ZIP

Code field (5-character limit).

J.  Enter the ZIP Code Extension for the user’s business address

in the ZIP Code Extension field (4- character limit).

k. If necessary, enter the associated Post Office Box in the PO

Box field (35-character limit).

Note:

PO Box is limited to numeric values and cannot contain alphabetical

characters.

12) After all required details have been entered, click Next.

AUOTESSE £ ZIPERT

Cley® PO Box

Transiteille

Srate*

BACK || CANCEL

13) The Manage Roles page displays. Click Add New Role.
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Manage User Roles

User Information

Title TestUser

Full Name Trams Global viewer

Username  aana.globalviewer@dot.gov

Status Active
User Type FTA
Add/Update User Roles
Access Control 2 o s
#  system Role Category ~ Role = Organization Cost Center Justification Document Status Comments e o o
Local Security 78100 - Region 1 P
1 Ofrak Region i OTrak Region 2 e N/A Approved Z x
61000 - Office of
Local Security the
P
2 Trams 1A Staff Manager 5wy ReEON2 RS NA Approved Z x
(TOA)
O 62000 - Office of
3 TrAMs FTA Staff Director Administration  N/A Approved adding new role 8/16 Z x
Administration
(TAD)
CANCEL VIEW HISTORY m

14) The following fields are required and must be populated before the
role(s) can be submitted: System, Role Category, Role, Access Control
Group, Organization, Cost Center, Comments.

15) Click Submit and a confirmation screen will appear.

Confirmation

By clicking Submit, you certify that this user requires the role(s)
assigned to them, is in good standing with their associated
organization(s). and is a valid user of the assigned FTA system.

NO YES

16) Users can upload a justification or delegation of authority document
for any role, the Add Justification Document section will display.
Users can download the Justification Document template using the link

available in that section. Please follow the instructions within the
document on how to complete the Justification Document.
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TEpTTTETT TIROETT

orter v SafetyViewer ~ Unassigned (NTD Validation Analyst) »  4R01 - Alabama Department of Trans.

(#4) Add Document For Selected Role (& Download the template)

system Cast Center

NTD 78400 - Region 4 (TRO-4)

Organization

Document * Description *
uroan G

Document Name *

CANCEL

4R01 - Alabama Department of Transportation (ALDOT)

UPLOAD DOCUMENT

17) When all roles have been added, click Submit to complete user setup.

Role Justification

‘ + ADD NEW ROLE ‘

CANCEL

#  System catgoty Role Access Control Group Organization Cost Center Dedinat Status Comments e @ o
- . 1334 - Transportation, Connecticut 78100 - Region
TAMS Recipient evelope Regior A Ap | Cd
= st B glan Department OF 1(TRO-1) 2 e o |2
Trams Recipient User Manager Office of Transit Safety and Oversight 6931 - Quality Software Services, Inc. Approved O & x
34- it
3 TrAMS Recipient User Manager Region r'i-\ = . Approved #F x
Sk Justification
4 NTD ~ Reporter v S wer ~ | Unassigned (NTD validation Analyst) > 4R01 - Alabama Department of Trans.. X _TWO', - est X Approved reason ] x

view HisTory ETEIYIG

leave the screen without impacting the user creation process. If you
want to verify that the user record is created, wait about a minute,
and then click Refresh.

18) A User Creation in Progress page will display. You can click Close to

User Creation In Progress

Tree yriei™s clata is being processed, 1T may Lake a Tew misnites Tor all changdes o appean on e users
minute to confirm that the user has been created. Clhick the "Close’ button to go back to the Actions tab.

record, Click the *Refresh’ Buttor

altera

REFRESH

19) The User Successfully Created page displays the user’s summary

information. You can click the link below the user’s last name to go
directly to the user’s profile.

Lagin irestroclsons

Username
First Name
Middle Name

Last Name

&2 Luern senlLo Lhis user vig &r

Lraaysil; userimfake com
Sopdia
&

Tramsit-Rider

User Successfully Created

18

Title 2naly=
Hanorific s
Company Name | ocal Transit Agenry

System TraMs

Chick hers to access the user's record. ‘

CLOSE
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20) Click Close to return to the Actions page instead.

User Successfully Created

oEin Instrurtians haw ent e this user via emall,
Username fransituser@fake.com Title Analys:
First Mame Sophia Honorific M=
Middle Name & Campany Mame |ocal Transit Agency
Last Mame Transit-Rider System TraMs

CLOSE

21) The user will receive an automatic email alerting them of the account

setup, like the one below.

From: FACES System Administrator
Subject: New Account Created on FTA Platferm

Dear loe Dos,
A new user account has been created for you on the Federal Tranzit Administration's (FTA's) FACES Platform. Thiz account provides
you access to the State Safety Oversight Reporting (3S0R).

You should have received an email from Appian, the underlying software system, with your usermame and your temporary password.

The following reles have been requested for your account:

Application Role Access Control Group Cost Center/Organization Status
Primary SS0R Local Security Managers Arizonz Department of Transportation
S5OR Reporter {LSMs) (ADOT) Approved

If you have roles that are in a requested status, you will receive an email notification when the role has been reviewed by the

pprover.

Teo log in to your 2ccount, go to https://facesdevs. fta.dot.gov/suite/ if you are an FTA employes access this site from 2n FTA network,
read and sgree to the system user notification. Then click the 'If you are an FTA User, click this link ta login' link. If you are unable to
log in, contact your FTA supervisor. If you are a non FTA employee, read and agree to the system user notification. Then click the 'If
you are an External User, click this link to log in” link. If yvou are unable to log in contact your organization User Manager ar FTA
Regional Office. All user's can also contact your application's help desk:

550R Help Desk at FA.S50R.HELP Edot.gov

‘ Federal Transit Administration
hitps://www.transportation.gow,
U United 5tates Department of Transportation

Facaral Transit 1200 Maw Jersey Av 5E, Washington DC 20530
Adminstaton

*®** This [s @ system genergted email. Please do ot reply.

6.2.2 Action: Assign Bulk Roles

If more than one user or external user needs to be assigned to a new user role,
the User Manager, LSM, or GSM may bulk assign user roles through this

action. The assignment process will provide validations and will only allow

users to be assigned roles that are valid for them. This action is useful when
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paired with the Create Multiple Users form or any other time
users must be assigned to new roles.

where many

To assign bulk roles at once:
1) Click the Assign Bulk Roles from the Actions tab.

User Management - n Y e

-
emove Bulk Roles Review

Contrel Groups

Manage Role Documentation

2) The Assign Bulk Roles page displays a yellow banner that requires the
user to click the PROCEED button.

Assign Bulk Roles
This action will affect System performance when submitted during business hours. Click proceed to continue.

*System  TrAMS *Role Category

Add User befow. Mult
gle rofe or multiple roles

users may be added as a
2ch group of USers. A ma

Instructions: Users can be adde
been added to the grid, you may se

LM of 300 roles can be assigned.

Access Control

#
Lhser Group

Role Organization Cost Center Justification Decument Comments

No items available

CANCEL

PROCEED

up by typing the user name one after the other. To create another group. click on Add User again. When all users have

3) The Assign Bulk Roles page displays the available users to assign
new roles based on the user assigning the roles, and the users to be
assigned to a role.
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Assign Bulk Roles

* system - * Role Category 7 [ reser

he other. To ereate anather group, click on Add User again. When all users have

for each gro

Access Control

iy Organization Cost Center Justification Document Comments o o

No items available

CANCEL 1

4) The Assign Bulk Roles displays a short list of user roles from the Role
Category. Select the relevant user role category to which the users will
be assigned from.

Assign Bulk Roles

*system  TrAMS - * Role Category - | Reser

Select a Role Category

Instructions: L
\been added t:

n be added by dlicking on Add User befow. Multiple users may be added as a

System Administrator br. 7o create another group. click o Add User again, When ail users have
| you may select a single role or multiple roles for each group of users. A ma.

Global Users
FTA Staff
#  User Role 2““‘ control Organization ment Comments )
noup: Recipient
DOoL

Contractors

Auditors

CANCEL

5) Once the role category is selected, the user manager can add users
clicking on the link “Add user”. Multiple users may be added as a group
by typing the username one after other. When all users have been added
to the grid, you may select a single role or multiple roles for each
group of users. To create another set of users, click on Add User again.

Assign Bulk Roles

*system  TraM v *Role Category  Recipient d ?mn

r. To create another group, click on Add User again. when ail users have
t info
Access Control
#  User Role s Organization CostCenter Justification Document  Comments e @
Aarya Developer (arya.developer.. X I 5 stifiction Resso
1334 - Transportation, Connecticu... % iZ Select Existing Justification Reason -
Adakan@Ridedart Dakan (adakan... X Read Only = Region1 - 0 x
2 Upl

+ ADD USER
CANCEL NEXT

6) The logged in user is given an option to copy the same set of role
combination in a new row and can add more roles or organizations in
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addition to the copied set. After that he can select the users in user

column like step 4.

Assign Bulk Roles

* system

- *Role Category  Recipient

00 roles can be assigned.

> | Reser

iser name one after the other. To create another group, click on Add User again. When ail users have

CANCEL

e role, along with any other relevant informatios
Access Control + <
# User Role i Organization Cost Center Justification Document  Comments ® @
Aarya Developer (arya.developer. x 78 stificatio SOt
1334 - Transportation, Connecticu... X 78100 - Justhication Re2son.
Adakan@Ridedart Dakan (adakan... X Read Only *  Regiont - Region 1 X
(TRO-1) 4
+ ADD USER
‘ NEXT

7) The logged in user will have the option to cancel this process at any
time by pressing the cancel button in the lower left-hand corner of the
screen.

Assign Bulk Roles

- RESET

user name one after the other. To create another group, click on Add User again. When all

*System  TrAMS *Role Category  Recipient

Add User below. Mutiple user

or multiple roles for each groi les can be assigned.
st the rols he comment s should be a brief statement s ceds © ong n ant informatio
Access Control ” . +
# User Role Group Organization Cost Center Justification Document Comments

Aarya Developer (arya developer... X — "~ — §

1334 - Transportation, Connecticu... % 78100 - 1= Select Existing NEMnAlon ReRscn,
Adakan@Ridedart Dakan (adakan.. X | ReadOnly v Region1 Region
| (TRO-1) & Upload 400

+ ADD USER

0 x

NEXT

8) Once the logged in user has added all users to be assigned new
roles, click the Next button to navigate to the Confirm Bulk Role
Assignment page.

Assign Bulk Roles

*system  TrAMS -

*Role Category  Recipient

- RESET

user name one after the other. To create anether group, ciick on Add User again. When all

00 r0les can be assigned.

tatement that explains why this user needs the role, along with any other relevant information.

Access Contral

# User Role Group ‘Organization Cost Center Justification Document Comments
Aarya Developer (arya.developer. x 281, i ificat -
1334 - Transportation, Connecticu.. % 78100~ lect Existing JEtEcAon Reason
Adakan@Ridedart Dakan (adakan... X Read Only ~  Region1 Region 1
(TRO-1) & Upload z

CANCEL

|
+ ADD USER

X
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9) On the Confirm Bulk Role Assignment page, the logged in user will be
able to confirm the bulk assignments. Should a user be assigned a role
that they are not supposed to be assigned to, the user manager can go
back to the Assign Bulk Roles page and remove any necessary users
or roles by clicking the Back button.

Confirm Bulk Role Assignment

Sysiem Username | Fole Caimgeey Zle Bcceys Contid Groen Crgariysien ot Camber

T
10) If desired, the Confirm Bulk Role Assignment page will prompt the
user manager to upload a justification document to be attached for
confirming the roles. Click the Upload button to select a single
justification document to upload for all roles.
#  User Role 2‘;:: Control  (yrganization Cost Center Justification Document Comments e ©
Analyst TestUser11 (state.analyst11) X G NER TR i Select Existing -
/ e
(#1) Add Document For Selected Role (& Download the template)
System Cost Center Organization
NTD
Document * Description *
upoaD [}
Document Name *
11)If a User wants to upload a justification or delegation of authority
document, they can use the Add Document for Selected Role
section. Users can download the Justification Document template using
the link available in that section. Please follow the instructions within
the document on how to complete the Justification Document.
#  User Role éiszp’ Control  ganization Cost Center Justification Document Comments e @
Analyst TestUser11 (state.analyst11) X cll St ManSEEE M =5 o
— 2up
(#1) Add Document For Selected Role (& Download the template) "
System Cost Center Organization
NTD
Document * Description *
upLoap [
Document Name *
e
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12) Click the Upload button in that section, select the justification

document that you wish to upload in the Windows file browser and
click open.

T3

U » ThisPC » Documents » FACES Samples ~ O Search FACES Samples o

Organize + New folder =~ [ @
2 MName Date modified Type Size
7 Quick access

I3z PPD-BlankDoc Microsoft Word D... 12 KB
[ Desktop . — -
ﬁE Sample-Document

8 Vord D... o kel
; Downloads [3=| Sample-Document-2 8 Microsoft Word D... DKE
|=| Decuments 3 Sample-Document-3 8/2/2019 3:24 PM Microsoft Word D... 0KB
&=/ Pictures
DodleDala b rricam e &7
File name: |New Microsoft Word Document v| All Files ~

cance'

13) After selecting the justification document to upload, the user manager

may delete that document upload and select again by hovering over the
document icon and pressing the below displayed icon.

Document ®

ample-Document
DOCX - <1 KB

14) After the upload is finished, the user manager will have to give a title

and brief description of the justification document before clicking the

Upload Document button to finish the bulk role assignment.

A Control 2 z
# User Role Gt:f; e Organization Cost Center Justification Document Comments e o

Analyst TestUser11 (state.analyst11) X Select Existing
Global Security Manager (GSM) »

b

x
Jpload
(#1) Add Document For Selected Role (& Download the template)
System Cost Center Organization
NTD
Document * Description *
upLoap [}
Document Name *
55 000

15) After clicking the Upload Document button, the request will be
processed, and the user manager will be returned to the Actions page.

6.2.3 Action: Manage Role Documentation

Roles can have an optional justification document for their assignment to a
specific user. FACES has incorporated a Justification Document template that
can be downloaded and completed. The Justification documentation can be
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uploaded in advance of role assignment via the Manage Role Documentation
action or uploaded at the time the role is added on the Manage Roles form
as shown in section 6.2.1. At the time of upload, documentation is tagged to
the user’s organization. During role assignment, the document is then tagged to
the specific role and the specific user. A single document can be used for any
combination of roles and users (presuming these roles and user are mentioned
within the document).

To upload role documentation in advance of role assignment:

1) Select Manage Role Documentation from the Actions tab.

o
MANAGE USERS. ACTIONS REPORTS HELP CENTER User Management » [

@

Manage Role Documentation Manage System Announcements

2) The Manage Role Documentation page displays available role
documents. User Managers can view, add, or delete documents for their
organization(s). Validation Analyst and LSMs can view, add, or delete
documents for their Cost Center(s) and any organization(s) within
their Cost Center(s).

Manage Role Documentation
system  TrAMS - Organization
Access Control | Ragion 2 = Cost Center 73300 - Region 3
Group
ADD
Document Name 1 Description Access Control Group Cost Center Organization Uploaded Date  Uploaded By
Justification Region 3 N/A N/A 11/13/2020  faces.admin@test.com
Justification Region 3 N/A N/A 11/13/2020  faces.admin@test.com
Test Region 3 78300 - Region 3 1402 - Baltimore, City Of (BALTIMORE CITY) 5/1/2019  ahmed.khan
doc Region 3 78300 - Region 3 "Dgfan'g:”““a”“"” Delaware Cepartment Of 2042020 ahmeadkhan
sample sample Region 3 78300 - Region 3 '\"011) Transportation, Marsand Depa et OF 1/8/2019  lesie.smith
1-5cf 11 >
3) To download a copy of a document, simply click the document name
link.
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Manage Role Documentation

System  Trams

Access Control | Region 3

Organization

Cost Center 73300 - Region 3

Group
ADD
Document Name Description Access Control Group Cost Center Organization Uploaded Date  Uploaded By
Justification Region 3 N/A N/A 11/13/2020 faces.admin@test.com
Justification Region 3 N/A N/A 11/13/2020  faces.admin@test.com
Test Region 3 78300 - Region 3 1402 - Baltimore, City Of (BALTIMORE CITY) 5/1/2019  ahmed.khan
change doc Region 3 78300 - Region 3 ‘Dgrfi;;:“’“am'” Delaware Department Of 2472020  ahmed.khan
amp Sample Region 3 78300 - Region 3 &?1) Transportation, Maryland Department Of 1/8/2019  lesie.smith
1-50f11 >
4) To view a list of user roles and user tied to an existing document, click
the checkbox next to the document record. Beneath the document grid a
list of justified roles will display. Click a specific role name to show all
users with that role.
:':z:::"wr' I Dastription ;“;E:: Cankzel sl Ceriber O panization Uplo?:; Uploacied by
H Dot Fake Dac TrAMS Repicn 2 ;':3:"" 1;1” ”I:lnl..nw.;l.,: :l-..que..r TUSF015 | Toces sysaomin alaBiralinater,com
tets teste TRAMS Rrzglcn 2 ;EE.T.‘ I':ILM[*J‘::_’NFI’"P'"‘ L 10222019 BruceFawons| 2345
u Jussrifled Rplas ] Justifled Lisers

B ser Maragan

petar L

Zurnle tramsam

5) To upload a new document Click Add.

Manage Role Documentation

Systam TraM:
Arcess Cantral  TiskdS Ragion 2
(=771
ADD
Documeant | Gescription Access Comral Coat Center
Mame Group
Jacl tke o Trahs Regine 2 FHIND -
e ke Dar A0S Argine 2 Angien 7
J— TR0
rpeie et g S Lol Py el
£ Reglen 2
TN esll Fak'S Bepinn 2 pEc 5
- Hepica 2

CLOEL

Drganization Sl ao Lo

Cost Center  SHI0D - Regon 2

arganization

1314 -
Cornee

recy Transil
e, T T

1924 - Coarmy 5F Chemung
(THERUING CNT)

1424 - Coarey U7 Lherng
(CHERIUNG CNT]

Uploacad
Date

11722018

TG

QIR | 1

Uploaded dy

“apes psadmiv. balageerailiceoe.com

RALCP EYARINSG 1 3345

Orucediamkinet 22ah

6) The Add Document section will display beneath the list of available
documents. Users can download and use the Justification Document
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template link available. Please follow the instructions within the
document on how to complete the Justification Document.

fynr T| {l Or -Wes 1
. Darlynn Smit (NTD Validation 78100 - Region 10098 - Western Maine Transportation S | S O

Analyst) Services, Inc. (WMTS)
62000 - Office of 6522 - Personnel Management, U S
ffic ministr = 3 20 s sysadmin.bala@
1 Office of the Administrator e e of oot 3/23/2020  faces.sysadmin.bala@mailinator.com

1-50f879 > »

Add Document (&, Download the template) =

System * Access Control Group Organization

Document * Description *
upLoAD L§

Document Name *

s

CANCEL UPLOAD DOCUMENT
CLOSE

7) Click Upload to browse for justification documents to add to the
document repository.

ynr TD Val 0098 - We: ) i
1 Darlynn Smit (NTD Validation 78100-Reglon 1 10098 - Western Maine Transportation 9/12020  faces.sysadmin.bala@mailinator.corm

Analyst) Services, Inc. (WMTS)
62000 - Office of 6522 - Personnel Management, U S
i inistr g : 3/23/2020 < sysadmin.bala@
1 Office of the Administrator Fri el Office Of (OPM) 3/23/2020  faces.sysadmin bala@mailinator.com
1-50f879 > »
Add Document (&, Download the template)
System * Access Control Group Organization
Document * Description *
m &
Document Name *

—_

CANCEL UPLOAD DOCUMENT
CLOSE

8) Using the Windows browse function, find and click the document to
upload. Then click Open.
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@-\;__}v!_ﬁ ¢ Librasies ¢ Documents # w | by || Search Doruments

Orgenize = Mew falder £ - [

¢ Faverites Documents library
r BB Desktop Inclhudes: 2 kacabans
& Downloads

Mame Dizte modified Type Size
2 Fecent Places
Custam Otfice Templates 127271191127 AML F

Q'] Semiple Document.doc 127273049 3127 AM  Microscdt Word D 12 KB

o Ldraries
|'<] Documerts
;i' Music
. Fictures
B videos

2 Palencia, Cheisting
i Contacts
Desktop
i Desitop
& Downloads
£r Favorites =t

File name Zarpple Documient. dooe - |I|.II Files .7} -

(€ apen E
e
L]

Ba

9) The selected document will be uploaded.

10) To select a different document, hover over the document file name
and click the “X” that displays. You can then click Upload to choose a
new document.

Document
samle Document 3

DOCX-11.58 KB

11) If the user is a User Manager for a single organization, the System,
Access Control Group, and Organization fields will be assigned by
default to the user’s organization. Validation Analyst, LSMs and
GSMs may need to populate some of these fields.

Add Document (&, Download the template)

System * Access Contral Group Organization

SSOR ~ | SSOR Local Security Managers (LSMs) -

FACES Justification Document v1.0
PDF-213.03 KB

Document Name *

S
CANEELI
Sdcisss,

CLOSE

&

UPLOAD DOCUMENT

12) This page requires descriptive information to be entered to make the
document accessible to other users and to explain the document
contents.

a. Document Name: A clear document name is essential for
other users to know what the document’s purpose and
coverage. Document names cannot exceed 255 characters.
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b. A description that provides even more details about the
document’s intent, content, etc., is also advisable. Descriptions
cannot exceed 4000 characters.

Once the information for the document is finalized, click Upload Document.

Add Document (&, Download the template)

Organization

Document Name *

System * Access Control Group
SSOR *  SSOR Local Security Managers (LSMs) -
Document * Description *
FACES Justification Document v1.0
PDF - 213.03 KB

CAN(ELJ

CLOSE

UPLOAD DOCUMENT

13) The document is added to the list of available documents with its
Document Name, Description, Access Control Group, Cost Center,
Organization, Upload Date, and the UserID of the person who uploaded

it.
Manage Role Documentation
SysIRm simil A bnle - Organization
Agcess COnTral -
Grop
ADD
COCUMENT 4 pcomtion  ACcees CONtrl Group CostCenter  Crpanization Uplaaded e By
Marme [RETE]
- illiar 1L Walidatian s TULGE - Wamchesler Trars e o Iy iy P
Aralysh Aepio 1 Avlrneity (MTA) il Lt b e
1001 role doc 1231 o QTrak Reglan 4 FH_:O' _I:: -T"AF“_DPE-'I,: i _'-D:'j,a_ 15222000 taces systemadmin strano-35Edongow
[ Fegicn d Departrnent OF (FUOR DA D0T)

14) To remove a document from the system, the user simply highlights the
document to be removed by selecting the check box associated with it
and clicking Delete. Users can only delete documents that have not yet
been selected to support user role assignment. Only one document can

be deleted at a time.
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Manage Role Documentation

System - organization
Arcess Contral -
Groug
DELETE
it | Description Access Contral Grow) CostCenter  Organizaticn Uplazdcd Upleeded By
Mama r i gy - L pate P :
Hlan [MTE ¥aidaban TEION - 1002 - Marcbastar Trarsik
23 LABDTE surmizntigsr it gay
1= Aranst Ragian 1 Alrkary [T LRTES00 23 et =Moo
1201 rok . Tl 001 - Tranzporaton, Flarlds - -
2 rove doc QTrak kegand < 102253000 Faces systemadmiristrance 3308007, goy
e s ki Ragian = Coapartment O FLCRICS DOT; SRR & !
tailey (T validaticn TRV - TR - Connectiou: Coaartment F
2 : TR surnienlogsmirdo gay
% Aratgsty Ragian 1 of Transpartahon [C00T] A EainirduL

15) A dialog box displays that requires the user to confirm the deletion.

NO

Are you sure you want to delete the selected data?

YES

16) Click Yes to delete the document. Click No to cancel.

17) Once a document is deleted, the screen will refresh, and the remaining
documentation displays on the Manage Role Documentation page.

18) If no further documentation needs to be uploaded or removed, click
Close to return to the Actions tab.

Systom Trapis

Manage Role Documentation

Organizacaon

Aecess Contrel

Tr&ns kagion 2

Cast Conber  FHH0 - Rrpion 2

Graup y
ADD
Ew:::::mnt I Description 'il':‘f: Fomtro Cast Center Drganizatan Lalo::]\:'l:r;: uUplaaded By
Dacd Faka Do TrAkS Region 2 :4:;\_:!':“:;!"':;;;' : 12079 faes, sy adimin. balaimailin ztor.om
L el Trakls degion 2 __::U_'r 5 ___,r'l‘:";lf_}‘ﬁl_rl chermung TLAETE Wi Havekins1 2248
Pl Lol Trams degion 2 :::_!:uw “ ﬂ_-t'l:_m,’\c:_rl chemung TWEN2E  Hrce Havking 12345
6.2.4 Action: Manage Role Documentation
If more than one organization or external user needs to be created, the User
Manager, Validation Analyst, LSM, or GSM may bulk load their profile
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information into the system using a Microsoft Excel file. A file template is
provided by the system and must be used. FTA users cannot be uploaded
through this action. The upload process will perform data validations and
will only upload users that pass all validations. This action is useful when
new organizations are added to your system and many users need to be
imported at once. At this time, user roles must be added separately using
the standard Manage Roles form.

To upload multiple user information at once:

1) Click the Create Multiple Users from the Actions tab.

User Management = O Qe e s

& &
Assign Bulk Roles Create and Manage Users Create Multiple Users
o
Recertif Remove Bulk Roles Review Role Req
& o -
5 Cont

P
Manage Role Documentation Manage System Announcements

2) Download the user information template by clicking the hyperlink that
says Template.

Create Multiple Users

Hew user information [names, addressas, phone numbars) can ke uploaded for muitiple users 513 ome, Once user information 1= upioadead, new
users must be actvated using the “Croats 8ew User® action on the Actions tab. User v will e added at that tme

Download Template

emplaie

[+ show Instructions

Upload User Data *

Upload your completad "oxisx” file here,

CANCEL SUBMIT

3) The template will contain the following fields for user data. Almost all
fields are required. In the template for each user provide the following
details for each new user:

Required Data Entry Rules
User Type Yes Must be Organization, DOL, Auditor, or Contractor.
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Email Yes Entry must be a valid email entered in all lowercase

(username) characters. This

First Name Yes Cannot contain any special characters (e.g. $) or numbers.

Last Name Yes Cannot contain any special characters (e.g. $) or numbers.

Title Yes Must not exceed 255 characters.

Honorific Yes Must be Mr., Mrs., Ms., or Dr. (periods required).

Office Phone | Yes Must be formatted like a phone number (e.g., (555) 555-

Number 5555). Cannot be just a 10-digit number (e.g. 5555555555).

Address 1 Yes Must begin with a street number (e.g., “1207 Maple St”) or
a PO (e.g., “PO Box 412”).

Address 2 No

City Yes Cannot contain special characters (e.g. $) or numbers.

State or Yes Must be a verified 2-character US state or US territory

Territory abbreviation.

Zip Code (5 Yes Must be a 5-digit number. If the leading zeros are being

digits) stripped from ".xIsx' document, begin the zip code with an
apostrophe (e.g. '01234).

Company No Must not exceed 255 characters.

Department | No Must not exceed 255 characters.

4) The file must be saved with an “.xlsx” file extension. (A sample file

with four users is shown below.)

& Crganization |[smith

& ] ~ (£} E: F L] H I J K
2 User Type Emall {ssermame)  Flest Mame Last Mamne Thila Honoeltic M loe Phome Humbe Addrass 1 Address 3 Clty State ar Terrtory
3 Crganization |smith com lahn Smith Analyst Mr. [133)133-1234 101 Minth 5t Transibsilla L
4 Crganization |s Smith Analy=t Or. [123)133.-1234 101 Minth 5t Transituiliz L
3 Crganization |s Smith Analy=t . 101 Minth 5t Transitvillz L
Smith Analy=t Mrs. |123)173-1234 101 Minth 5t L

5) When the file is ready to be uploaded, click Upload on the Create

Multiple Users page to locate the Excel (.xIsx) file.
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[+ Showw INSTIUCTIGmS

Upload User Data *
[ ——
urLoAD | [
L e |

Upload yowr cormpeeted "ud=x" file here.

CANCEL SUBMIT

6) Use the Windows browser capabilities to locate the file to be uploaded.
Click Open to add the file to the system.

€ il » This PC » Desktop » FACES » Mew Users v | | Search Mew Users
Organize * Mew folder =« [0 ﬂ
s Mame B T

s Quick access

207 T Ead Aicrosoft Excel W 17ER

@& OneDive Q2 Sample Dot docx TLe) AM WMiicrasoft Ward L. 1 }4
B Thie PC B=: Sample Document 2.dacx 329207 1100 AN Microsoft 12 KR
— Q%] Semple Document 3.docx 3 TR AM  Micrasoft Word Do 12 KB
B Deskiop B= Sample Document docx 292007 11:00 AM Microsoft Word D 1ZKR
B e nts £] Sample Mew Usersxls 926/2016 11:38 AM Microsoft Excel W... 12EB

-l- Downloads

R ks,

File name: LACS_Template_BquUs-erUﬂmad Exceludsx <| Al Fites

7) The file that was selected is listed on the upload page.

Upload User Data ™

@ ACS_Template_BulkUserUpload Excel
XLSX - 1221 KB

Undcad your completad “xlse filke here.

CAMCEL suamIT

8) Click Submit. This will begin the data upload and validation.
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Create Multiple Users

hEw ser | =. phone numbers: can B2 uplo

New L ac

Download Template

{+) show instrucions
Upload User Data *

ACS Template_BulkUserUpload Excel
KLSK 12.21 KB

Uiptoad your completed * xlax” file here.

CAMNCEL

me, Dnce user information is uploaded. new

Template
Click the fink to downica ta for each new user, For “User Type®, enter *Crganization” for TraMS Redpiant or NTD Reporter users
The template mst TSI,

SUBMIT

9) The Confirm Users page will open. The system will display the users
in the file that can be uploaded (Vew Users) and the users that have
data issues (Users with Errors). For each user with issues, specific error
messages will be given to help correct the user data.

Confirm Users

Mew Users
O all vahoatbion Checks. CHck Ehe Submit” button (o Creale these use %
Usernamse First Name Last Name
fsmith1@fake com Jehn Smith
jsmith2 @fake. com Jessica Smith

Users with Errors

ation for the following users contain one or more errars. T

correcied file, Click "Cancel” to exit the form and try again later
Usernamse Errors
jsmith3@fake, com Office Phone: Input is Required
jarmithad @ fake, conm City: Input is réquired

| CANCEL

>3

10) The user may:

a. Select Cancel to return to the Actions page. Click Yes.

You are about to exit this form. No users will be saved. Are you
sure you want to continue?

NO YES

b. Select Back to return to return to the previous page and select a
new file. Click Yes.
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Changes will be lost, are you sure you want to go back?

NO YES

c. Click Submit to confirm the users and complete the upload
of all users that passed validation checks. Only users that
passed validation will have user records created.

jsmith3@fake. com office Phane: Input 15 Required

jsmitha@rake.com ity InguLit i recquired

CAMCEL BACK m

11) The Creating Users form will display. Click Refresh to see how
many users have been created. The process may take several minutes.

Creating Users

Crout of 2 users have been created, Please click refresh toser if the process is coniplete, Thiz may take o few mmuotes

12) Once the users have been added to the system, clicking Refresh will
display the Users Created screen. Click Close to return to the Actions
tab.

Users Created

The following users have been created, These users will o2 unable ta log In untl actlvated via the "Craate Mew Liser® action on the Actions tab

Mew Users
Usermame First Mame Last Name

smith i &fake. com |y Smith

smilh2@Take.com |essica Smith

CLOSE

13) To finalize user setup, the User Manager will need to locate each user
to add user roles. Users will be unable to login until roles are added.
The same individual that uploaded the user data does not need to be
the person to activate the accounts. If multiple user managers exist for
an organization, this responsibility can be shared.

14) To locate a new user to finalize, go to the Create and Manage Users
action.
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L o
REPORTS  HELP CENTER User Management - P Ot

Review Unlock Requests
o ject Uniock Re

&

Manage Role Documentation

15) Select the appropriate user type, enter the user’s username, and click
Next.

Create and Manage Users

Uscr Type*
FTAtaf?

Orgarizativen User (e, ketipient, Heporie)

Fxteraal User (r.g. 0L, D5T Arvimees, ALditar, Ceatrastors|

CANCEL

Create and Manage Users

Username

I |anedoeifakeernall.com I

The username must be an emall aderess,

BACK CAMCEL MNEXT

16) A page will display a message that the user needs to be activated.
You will be given the option to navigate to Manage Roles for that
user. Click Yes to proceed to Manage Roles.

Create and Manage Users

User Infarmation
Full Mame "= |ane Doo Username _:'\r\.‘inr'L"!lIJ-:r\.'\—ni .ram
Tite aAnaly=i Status Dezctivaled

User Type Orgamizacon

The user reeds to ke acovated, Wiould you like o mansge this usar's roles?

MO || CANCEL
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17) Follow the standard process for adding roles to the user and then
click Activate. The user will be notified that their account has been
established at this point.

6.2.5 Action: Remove Bulk Roles

If more than one user or external user’s user roles needs to be removed from
the system, the System Admin, Global Security Manager, Validation
Analyst, LSM may remove user roles through this action. The role removal
process will provide validations and will only allow users to remove the user
roles that are not valid for them anymore.

To remove bulk roles at once:

1) Click the Remove Bulk Roles from the Actions tab.

L Lot

@ : )
e User Management - (§ ) @ o s

Assign Bulk Roles Create and Manage Users
Assign Bulk Roles to Multiole Users

2) The Remove Bulk Roles page displays the available users with
existing roles they are assigned with can be removed.

Remove Bulk Roles

Raie Catagary - Agiowns Cantral
Grevp

Organasatan
Cost Cencer

ey

List of Users

3) The user is provided with filters to narrow down specific users.
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Remove Bulk Roles

AdgeagCoabTl  Begor
aoup

ComCenter  FEIOE. By

ey

4) Once filters have been applied, the user can select multiple users by
clicking anywhere on user record row from the List of Users grid to see
what roles they currently have; selected users are highlighted blue.
Clicking on a selected user record again will deselect that user.

Remove Bulk Roles

Fole Cagegery  devipeent i Avtess Comrel e

Copt Comtgw 17

List of Users

MameiLa crws Costral  Doal
Lheraaime I Salen Argasization  Meole Creabed Dute
||||||||||| Cenie

Wzdilled Date Last Legin Date

5) The user will have the option to cancel this process at any time by
pressing the Cancel button in the lower left-hand corner of the screen.
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User Roles

6) The user can select multiple roles for multiple users by clicking
anywhere on the rows from User Roles grid to remove the roles from
the system. Clicking on a selected user role again will deselect that
user role. Once the user has selected the users and user roles, click
Next to navigate to the Confirm Role Removal page.

User Rolos

7) On the Confirm Role Removal page, the user will be able to confirm
the bulk role removal by clicking Confirm. The logged in user can
navigate back to Remove Bulk Roles page by clicking the Back
button if the roles are not supposed to be removed or to remove some
more roles. Clicking Cancel will not save any changes and take you
back to the Actions home page.
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Confirm Role Removal

Wi Mecow i Cortiel Geolip Bl Caligony Rk Crpandatien

8) Click on the Confirm button to confirm the changes and finish the
Role removal process. The logged in user will now navigate back to the
Actions page.

6.3. Managing User Records

Once a user has been created, the User Manager can manage details for existing
users in their organization including managing the users’ profiles, updating their
roles/privileges, deactivating, and reactivating users, and unlocking user accounts.

1) Click on the Manage Users tab.

2) Onthe Manage Users page, enter the search criteria to locate the user that
requires any number of changes and click the hyperlink for that user from
the list presented. Partial text searches are allowed.

+ & CREATE NEW USER || + @& CREATE MULTIPLE USERS

v Report Filter Criteria

System  Solec pplica - Cost Center  Sclect Cost (e -
Role Category  Scl=c - User

Access Control  Selecr s grour - Name  5cs

Group
Status Active

Organization @ Locked

Role = Selecta R - Deactivated

Display individual Roles in Grid CLEAR FILTER(S)

3) The user record will open to the User Summary screen. Click Related
Actions.
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Taeerde  (Jrap

Transit-Rider, Sophia {transit.user@fake.com)

f, Kanipa Sacunty Queatizng
R RN E TR TR AR T TR

b KuigeFIN
ko e SRy Sl

From this page, the User Manager may Edit Profile, Manage User Roles, or
Deactivate User. The Reactivate User related action will show if the user is
deactivated. Likewise, the Unlock User related action will show if the user is
locked and has submitted an unlock request.

Records  Us

TransifiRider, Sophia (transit.user@fake.com)
Sumim ary User Details Jser Hales HISIory Mews

.lj- Edit Profile
Edii Profile

ke Manage User Roles
Add or Detele user roles

ll'p Deactivate User
Dieactivate User Accourst

Related Action: Edit User Profile

Organization and external user profiles can be edited by the users’ management
chains (User Manager, LSM, or GSM). All profile fields, except for username,
email address and system, can be edited by a user manager.

Note: | Organization and external users cannot edit email addresses. 1f a user
needs to update their email address, they need to contact
FACEShelp@dot.gov.

To edit a user’s profile:
1) Go to the user’s record and select Related Actions.
2) Click Edit Profile.
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Edit Profile
* Edit Profile

,, Manage User Roles
Add or Delete user roles

& Deactivate User
Deactivate User Account

Sunnie, Arya (arya.sunnie@mailinator.com)

summary User Details User Roles History News Related Actions

The Edit User Profile page will display all previously saved user

information details in editable fields.

Edit User Profile

Basic Information

Username *
arya.sunnie@mailinator.com

First Name *

‘ Aryd

Middle Name

Last Name *

sunnie

Contact Information
Email @ *
arya.orgum@mailinator.com
Phone Number *
(123) 454.5456
Address 1+
1330 summerfield dr

Address 2

Title *
um
Honorific *
Ms.

Company Name

Department

Fax Number

Phone Ext

Zip Code *

20170

Zip Ext

3) Make any necessary changes. The same field validations that applied
at the time of user creation will still apply (e.g., checks for phone

number format).

4) Click Save to update the user’s profile with the new and/or changed
information. It may take a few minutes for all the information to save.
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Edit User Profile

Basic Information

Contact Information

Email ©* Fax Number
aryz.orgum@mailinetor.com

Phone Number * Phone Ext
(123) 4545456

Address 1* Zip Code *
1330 summerfield dr 20170

Address 2 Zip Ext

CANCEL
L

5) Select Cancel to return to the Related Actions page without saving
any changes.

6) All changes should be visible on the User Details page. Additionally,
an audit trail of all changes will be added to the user’s History page.

6.3.2 Related Action: Manage User Roles

Once the user has been created, the User Manager, LSM, Validation
Analyst or GSM can add or remove roles to adjust a user’s access and
permissions. Security rules govern which types of roles can be added or
removed from a user. User Managers can only add or remove roles for
their own organization(s). LMSs and Validation Analyst can only add
roles within their Cost Centers. GSMs can add or remove any role within their
associated system. To assign roles to a user in multiple organizations or
across multiple systems, the User Managers from each organization will
need to add the corresponding roles. The appropriate GSMs or LSMs can
be contacted to facilitate role assignment or User Manager coordination.
User roles can be added and deleted at the same time.

When adding/removing roles, note that users cannot have both Read Only
and active roles in the same organization (or Cost Center for FTA users).

For ease in explaining, additions and deletions are presented separately within
this document.

To add roles to a user:
a. QGo to the user’s record and click Related Actions.

b. Click Manage User Roles.
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Sunnie, Arya (arya.sunnie@mailinator.com)
summary User Details User Roles History MNews

Edit Profile
Edit Profile

* Manage User Roles
Add or Delete user roles

Deactivate User
Deactivate User Account

c. The Manage Roles page displays. Only roles that the user can manage
are visible in the User Roles table.

Manage User Roles
User Information
Full Nawe  rs joe Doz Usepmame  brancasoesumEedsmp e oom
Tithe Tewter Spatus Scles
Uzar Typs Crpan sdoun
Add/Update User Roles
£ System Role Categnry  rle fomesn Lot rganmatan ot Danter Jushhcatinn Donament Skabes Commenss
Group
Oiice of tE)
Trikis Az penit Uaer Maragee Pregram Pl i Apprued Sl
MR ATET AT Chyir
e 357 - Natkons
I TraNS Aesplant Irer Mnmaze r'"”' i S fert anproad
PRI I runciatine
AN iwsplent Ueer tdnmazes  Razise § TSN Regond g anr Aeproad
RO sting f
1 TNS Res picn FRRG0Mar  Reghn & i fogread
v N b o AMFN-agan s S
raRt s plamt CIfirLa ) =T lamnt Beoproasad

d. Select Cancel at any point in this process to return to the previous page
without saving any changes.

e. Click Add to add a new role to the user.
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Add/Update User Roles
¥ Spmen Rols Cocegory Rale :‘f_’f""’ SNl paeization Tost Center Jusifficenion Cocument Sratus Comments & 6 ©
Oificz o 1433
LN Wil Wt Blsneger Propra Fhiladelpiia Azsmr v A m F
Manxgemert
1 TS Redpien Usarbonagzr o Apprws 02 =
2| s Redpen Ut Mznager  Regkn 3 ! mmngdet AR PN Oz =
4 e [ 1< i Iz &= (TS Aprprzs n & =
3 TIAME Rudpiene attizal Rigken 7 Tenl ARpRaNED 0O @ =
5 kemr
« ADD MEW ROLE
CANCEL VIEW HISTORY

f. The role filters (System, Role Category, Access Control Group, Cost
Center, Organization) must be populated for the available roles to
display. For most User Managers, these filters will automatically
populate, and the fields will be locked on the screen. LSMs,
Validation Analyst and GSMs may need to select a Cost Center and
Organization for the ‘Available Roles’ to display.

Add/Update User Roles

¥ Symiee acinCaingnry  Hole ‘_'I"o"l‘;‘""""" Depanirstion  Eel Canlar Justification. Docummr  Sindus . ¢ 6 ®
Grol
TraMs Rezpleit Lsar Monager AP el SRR tl (rg _!
ni
el
i Uhser aanuggin T [ g 0@ x
TeAMS s pient Ut Manigar Regand ‘,f RPN g dot e O @ x
4T phanl FE3 Rupuntan & :T- Y A n @ =
Trads insplent iz Bepnn? _F;_ i Tartl Appnavet ToiF =
[ !5 - A 41 ®
B Fems
A0 WEW ROL

g. Potential roles for the user are listed along with default information
about the user’s system, role, cost center, etc. In the screenshot
below, only roles available to TrAMS Recipients are listed. These
roles will be granted only for the Organization that is listed.
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AddrUpdate User Roles

Ace it
¥ Sysem Rolz Conegoey Roke i I'__':'u“_:"h e Srganizaton Tosx Center Justiticecion Bocumers Ssacus Tommens
Tk gt
i [T K Tagraim Ap
—an
tre af
A Incpiere Viar Kianager app
L s a2 .
mard Sl
A e jriany ke Apprirent
i & 13 I
"

Teml Aporged

h. Roles are further distinguished in terms of whether they require
Approval and/or a PIN for completing select actions within their
system(s). Roles that require Approval must be approved at a level
above the User Manager.

Note: | Users cannot have a Read Only role and an active role in the same
organization. If your user has a Read Only role and needs an active
role, you will need to first delete the Read Only role.

i. Select one of the roles presented. Only one (1) role can be added at a
time. System specific rules will be enforced. See Appendix B for a list
of system specific rules. Click Add to complete the assignment of a
role to the individual user.

Add/Update User Roles
A Epam Eoly Cavemury Ak ?"::':"m'" Oryanicatize Lot Curter Jeatifivetan Doomenl S Summenis
140
A Lt Piibeephtw, = Ao LT
[y
155 - Narne
1 i U '|r|r--|-.;|;-.¢- 5 wlancs 3l It
bty chels Fairdancn
1ma
=2 A1 - Reg i ATy
1 wa st o Fpnn Y vk Fullmg o e
G
q4 TS FRCpRnt FR3 Seame Rezon G poroRes
Ea s . ) 272 R
B e attan o &) ;i e
3 k FRCpRnt ar @ ROT por
. i E 2 hl v

j.  The user and the updated roles will display. Justification Documentation
is optional to upload before a role assignment can be submitted. In those
cases, the Add Justification Document section will be displayed. A
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Delegation of Authority letter template is available on the FTA public
website.

Add/Update User Roles
B atif
£ Syshem ele Bode :"'“c""”" Arganizarcn Cost Cercer Jusbicatinn Stabus Commernde o b &
Lategoy Croup Docurent
1 1am el ks 1 teilaelyitns, Uty 01 Azprivenl 0@
2 + R reljiiva, Dy €1 - ¥ x
. T
3 ToRME Smcilect 25 b 235% - Katioral Sderce Zundation tert Aprovsmd 0 o=
[ I Akt un
s 181K - Svsori o o €3 Ko barmy llay Srem HNCH - Rrglen
Imargs areleet waprnn M N = B rl g
Manager 5 GreIraTem TRz »
. 5 EETE e = " AL - Regicn =
T-AME Zeciplerk SFRRepaches  Rzgen 00 - Tantrel Arbacas Transk sutharty S ITROEL Hi Aapravsd I f
5 1TAILH S
5 . . e st Rgin -
ToAME SEopiorr oeticial g on T 1277 Bistame Regiocal Comenissicn % Test Feproecd B ZF %
B Seiact Exstin:
1sWs - pipasnl o Amcetey v Ruogien 3 = 142k Beltistnzrr, Cily ONEALTIKCRE .. o Anproesd : x
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k. To associate a document with the added role, select from the list of
available documents by clicking on Select Existing button.

Add/Update User Roles
¥ Epmem Hols o Access Cantrel gy vzaen CosL Lo JusHcicy EATH Commants ° @ @
[ Lroup Bocamenl
aw [ 14715 - whiacalphly, ¢ by 08 Apprees i x
? AR Manager TS MMnagemEncc o ki -
L e of o
AW t 145 Mamenal Srlence Foomdaon o e -
Tl Reclpen e i azinnal Griance Faunoa i, | e PR 0 x
PAIm
z o O Sunisrey Buy droa i _ -
ARG iy e punt [ Apprize F =
A e Rrctjiare [ T 121 Carrral Atkansms Irarst ALterr iy ﬁ';;ll'_:;'- M m CA
ran Beclpan il sapnn 7 1277 [erbate Bagansl Commisriae 0 & =
AEA | Emciplent = Abornsy v Heglon = 14107 - Bk e, Dl CF (AL TIRDG £ ':"::"_:,J:._:'r"" | =
Bllune
. s . b . b
1. Ifthe proper document isn’t available, click the Upload button.
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m. Click Upload to browse for the document to add. Using the Windows
browse function, find and select the document to upload. Once the
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document has been identified, click Open.

1 OTrak FTA Staff Local Security Manager (LSM) ?ka SaEcs ;T;Sg ;:F?‘“’" N/A Approved test 0Oz x
1= Selec
2 TrAMs « GlobalUsers =  Global Security Manager (GSM) = Approved o x
& Upload
(#2) Add Document For Selected Role (&, Download the template)
System Cost Center Organization
TrAMS N/A
Document* Description *
urLoap G
Document Name *
000
n. Click Upload to browse for the document to add. Using the Windows
browse function, find and select the document to upload. Once the
document has been identified, click Open.
L » ThisPC » Desktop » FACES » Mew Users v O Search New Users -l
Organize + Mew folder 3 m 0
~
[ This PC ~ MName Date modified Type Size
[ Desktop (35| ACS Template BulkUserUpload Excel.xlsx . Microsoft Excel W... 13 KB
[ Documents S Docdoc Ll ki D 104E
e Sample Document 2.docx Microsoft Word D... 12 KB I
4 Downloads
J’! Musi Sample Document 3.docx Microsoft Word D... 12KB
Hele 15| Sample Document.docx Microsoft Word D... 12KB
&= Pictures I i croe IK
5 Sample New Users.xlsx Microsoft Excel W... 12KB
B videos
. A v ©
File name: ~| | AllFiles -
Open - Cancel

o. The appropriate document will be uploaded.

p. Descriptive information must be entered to make the justification

document accessible to other users and to explain what the document

contains. A clear document name is essential for other users to know the
document’s purpose and coverage. A description that provides even
more details about the document’s intent, content, etc., is also
advisable. The maximum characters remaining will show beneath the
document name and description fields.
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1 OTrak FTA Staff Local Security Manager (LSM)

2 TrAMS = GlobalUsers  w Global Security Manager (GSM) =

System
TrAMS

Document *

uroAp [

OTrak Region 78900 - Region

(#2) Add Document For Selected Role (& Download the template)

9(TRO.9) N/A Approved test
1= Select Existing
- Approved
& Upload
Cost Center Organization

N/A

o

Z x

[Description *

Document Name *

CANCEL

UPLOAD DOCUMENT

q- Once the information for the document is finalized, click Upload

Document.

The document is added to the list of available documents and is pre-

selected as the appropriate document to tag to the new user role.

AddTTpdate User Roles
& Syem E:--m; Rok :"L"u: S egenization CoztCenter -:_:_rl::":';’ Santus Comments @ 8 @
. iz of
1 rean Harlpms ;-':-:.-(.u :v:_—lrll;: o 1A% - Bhlsdephis, Oy 0F Aozl Approved 0 ox
2 TrME Bedlp e =ﬁ|y| ?:III-I:i-;-r il 2353 - Hewenal Siencz Feudanion S G ¥ =
1 TR Faclpes ;_.:I'_r_l Hegion & _I-\x ! I:I'_':"l"" BT aiod ey o e o Approues Tz o=
& TME Raddp e PR Ripomar Regkn g SO Cerva Adanzis Transh Mot er o - Sppraned L] "
5 Taams L i} g Faggean 7 {TY - Bivaluta Regunal Coimmiaiz wad A g # =
L3 = T Alorne v dEgn T TR - i, Dy O ST TR L e ]?E:::Je 2 o . Ap s IO S
s. At this point, comments are required to be added into the Comments
data entry box to complete the use of the document for that role,
especially if the document is not obviously associated with the role.
Then click Save.
Add/Update User Reoles
8 Sysum :::.-:n-.r,- Rale ;‘r':.‘r‘“““*' Grganizatisn Cust Cenper {::'r.:“.-:" Suaus Commens & a|a
e of
1 Tomed Rucepiantt ;‘a";“ 7 Pregram L300 Phlabulehia, Gy OF gz apprizcd I #F o=
Lok Morapement
z TeAdS Rezplent ";:.:u.q;-. E’:':ff c.'.._. - 23357 MauenclEckenos Foundadon w3 fppraved ] =
5 T Aospient 'ﬁ;'r'r Region 8 l,':_s“‘l'_l‘“" LM HIuy A i elo Appraved B o
Trards Resiplant FH Reporier Heziom b 1%7h = Certra arkancas Transt authorby hrR Approved ’_-| -~ x
5 Tieds [ A 05l s b et P N @ om
5 W e = atterney v | Regond v 1402 -Habmoe Cipof IBALTMORE . % | '!’ ol e ' %
] Lo
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t. Click Submit to finalize the assignment of the role(s).

CAMCEL

VIEW HISTORY SUBMIT

u. The User Roles Updated page displays a message that the roles are

being processed within the system.

User Roles Updated

The user's role changes are currently being processed. it may take a few minutes for all changes to appear on the user's record

v. Click Close. The Related Actions page displays.

6.3.3 Delete A Role

To remove a role from a user:

1) Go to the user’s record and click Related Actions.

2) Click Manage User Roles.

Doe, Joe (briantramstestum@example.com)

o
SUTImary User Detail Lisei Rules 15y L
," Fdit Prafils
Ezir Profile
§ et o e
§ et s A
c Elpl:':.l;lg;* the wzes Bk
3) Click on the red “X” at the end of the row for roles you want to delete.
Doe, Joe (briantramstestum@example.com) mP
oy e (EIEEEEERTEE
Manage User Roles
User Infarmation
l Title Jl\l . SEmbum ‘. \-l o o
Vser Type Orpanzaenn
Add/Update User Roles
# Spstem Rale Categony Rake -'--:-:o:.;comlo IRANLZITON o 0104 Juztticackn Bocument Snpnus Lommens e L] (7]
Ofticec B
1 Trak Flan i'.'l'y.-l.l-n"‘- (u} &
Teeh Jesplene Uisr kdsnaper I'L rrend T =
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4) The Status column will change from Approved to Deleted for each role

that is deleted.

Manage User Roles

User information
Full N Wis for lue
Tikle Temar

SR LT

Uz Typs

Add/Update User Roles

Arcess Conbml

Usmrnmme obanlranmsles oSy pesm

Status Ao

T Symem Rale Category  Rle it Organzaten  Costomneer JuszFoatan Document  Sratus Comments @ 8 O
2 1AM iz el e g _L'_‘_ S 1 e I =
5) Once all desired roles have been removed from the user’s role list,
click Submit to save the deletions. Click Cancel to undo any deletions
and leave the form.
# SwEtii Rale Calegars Rok :'?;:r o Drgatization Jasmification Dooument T Commes e 8 @
1 TranME Rezplant Usar Mznzger :--::::!-.l:--\ » o i} ®
fapar
fiifire nf )
ERRET Hesplant Unerbgmeger (AT Apprmeen 0 Z =
3 TedME Recpient User Manager  Reglor & '<'Il.‘lr|0l° AN ng dac Apaoend ] »
Trard Hezplant FH Bapne Hezh g ' ApprTaed r! n
N Tram ez plant e Nezlee © :;';';':'I.:':"-' apmemed [n] x
K DA e pkent Alliray o g;i-‘:—.-r-__r_u:,- __'RE:L,.':'!':" P e spmened A M # ox
-

6) The User Roles Updated page will display. Click Close to return to

the Related Actions page.

User Roles Updated

The user's role changas are currently belng processed. It may take a faw minutes for 2l changes to appear on the user's recond

CLOSE
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Update Role Documentation

The User Manager may further need to manage role documentation or add
a role comment for a user. Role documentation can only be updated for roles
in “Requested” status. These updates may be necessary if the wrong
document was uploaded or additional documentation was requested by the
LSM, Validation Analyst or GSM reviewing the role request.

To manage role documentation for a user:
a. Go to the user’s record and click Related Actions.

b. Click Manage User Roles.

Primary Reporter, adot (aaria.primaryreporter@dot.gov)

summary User Details User Roles History News Related Actions

? Edit Profile
Edit Profile

& Manage User Roles
Add or Delete user roles

, Deactivate User
Deactivate User Account

c. The Manage Roles page is displayed, allowing the User Manager to
manage documentation.

Manage User Roles

User Information
Full Name adot Primary Reporter Username saria primaryreporendo oy
Title Testuser Status Active
UserType Crganization

Add/Update User Roles

Role Category

d. The User Manager may select the hyperlink for any document to view
the contents. The associated document will open within the appropriate
application for viewing. Selecting the hyperlink for the document will
download the document for review.
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Manage User Roles

User Information

Full Name. 3

it

User Type Organization
Add/Update User Roles

# System Role Category Role

e. To switch a justification document for a specific role, click on the Edit
button next to the appropriate role and then click on the red “X” for
the document (s) you wish to delete.

Manage User Roles

User Information

Full Name adot Srimary Reporte:

Add/Update User Roles

f. At this point, either select an existing document to assign to the role by
clicking the required document or click the Upload button to upload a
new document. A Justification Document Template. For more details on
how to upload a new document, see either Manage Role
Documentation action or the Add Role section.

g. Role Comments can be directly added or edited. Changes will
overwrite the existing comment.

h. Once all changes have been made, click Submit.

i. The User Roles Updated page will display. Click Close to return to
the Related Actions page.

User Roles Updated

The user's role changas are currently belng processed. |t may take a faw minutes for all changes to appear an the user's record

CLOSE
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Related Action: Deactivate User

Deactivating a user will deactivate the user across the entire FTA platform —
the user will be unable to log in and will have access to all systems (e.g.,
TrAMS, NTD and DGS) terminated. As part of deactivation, user roles are
removed. Users can only be deactivated by individuals who have
permission to delete all the assigned roles. For example, if a user is associated
with multiple organizations, the User Manager for any single organization
will not be able to deactivate the user. Instead, the User Manager can remove
user roles to remove the user’s access to their organization, or, in an extreme
situation, the User Manager can contact their LSM or Validation Analyst
for further support. Only users with account status Active or Active
(Locked) can be deactivated. A user’s status can be found on their User
Details page.

To deactivate a user:

1) Go to the user’s record and Click Related Actions and then click
Deactivate User.

Primary Reporter, adot (arya.primaryreporter@test.com)

Summary User Details User Roles History News Related Actions

* Edit Profile
Edit Profile
Manage User Roles
? Add or Delete user roles
& Deactivate User
Deactivate User Account
c Reset PIN

This will reset the user's PIN

2) Ifthe User Manager, LSM, Validation Analyst or GSM does not have
approval to deactivate the user, the Deactivate User page will display a
ribbon message. In this case, you can remove the user’s access to your
organization by going to Manage Roles and removing all roles for
your organization(s).

Primary Reporter, adot (aaria.primaryreporter@dot.gov)

ORR Felat=d Actions

Deactivate User

User Information
Full Name aciat Primary Reporte:
Title Test User

UserType Qrganization

system Cost Center

Access Control Group
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3) Otherwise, the Deactivate User page will display with a presentation
of basic User Information, the User’s Roles You Can Manage, and
the Tasks Assigned Directly to the user.

Deactivate User

User Information
Full Name adot #rimary Reporte Username arya primaryreporter Stestcc
Tide T Status Act
User Type Organizatior
User's Roles You Can Manage

Role

4) Click Cancel at the bottom of the page to return to the Related Actions
page without saving any changes.

5) Enter any comments/justification for the deactivation and click
Deactivate to proceed with the user deactivation. Comments are
required.

Deactivation

mments *

Comments

6) If any open tasks are directly assigned to the user (not to the user’s role
groups), the following prompt will appear: “Warning: This user has
been assigned one or more tasks. Deactivating this user will cause the
tasks to be left unattended. Are you sure you want to deactivate this
user?” Select Yes to proceed with user deactivation. Select No to cancel
the deactivation.

Warning: This user has been assigned one or more tasks.
Deactivating this user will cause the tasks to be left unattended.
Are you sure you want to deactivate this user?

YES NO

7) The user also needs to confirm the deactivation in the case where
there are no unattended tasks. Select Yes when prompted with the
question “Are you sure you want to deactivate this user?” to proceed
with the user deactivation. Select No to cancel the deactivation:
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Are you sure you want to deactivate this user?

YES NO

8) On selecting Yes, the system will proceed with deactivation. The
Deactivation in Progress page will display. Click CLOSE to go back
to the Related Actions or REFRESH to refresh the page.

Deactivation In Progress

g deactivated. It may 1ake a few minutes for all changes to appear on the user's record. Click the ‘Refresh’ button after  minute to confirm that the user has been deactivated.

REFRESH

9) The user and all the user’s assigned managers within the system will
receive an automatic email that will alert them that the account has been
deactivated.

From: FACES System Administrator
Subject: ALERT: Account Deactivated

Dear fia sungkyun kim ctr FACES - FTA,
Your account has been deactivated. You can no longer login to the following
applications:

» FACES

Please contact yvour immediate user manager(s) if vou need access reinstated.

If you need assistance please call your application help desk.
FACES Help Desk at FTAITHelpdesk@dot.gov

‘ Federal Transit Administration
hittps://wnww_transportation. gov/

U United States Department of Transportation

Fedaral Transit 1200 New Jersey Av SE, Washington DC 20590

Administration

#=x% This is a system generated email. Flease do not reply.

6.3.6 Action: Review Role Requests

Some roles added by User Managers require elevated approvals. This includes
the TrAMS Recipient roles (Submitter, Official, and Attorney). No NTD or
DGS roles require elevated approvals currently. When these roles are added
on the Manage Roles page, a role request is generated. The appropriate
LSMs or Validation Analyst will receive an email notification with a link to
the Review Role Requests action. Role requests can be reviewed by any LSM
or Validation Analyst within the appropriate Cost Center. In extreme cases,
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GSMs can also complete the role request review. GSMs will see all active
role requests for their system.

To review a role request:

i

REFORTS HELP CENTER

Manage Ac

&

Create and Manage Users

Control Groups

1) Go to the Actions tab and click Review Role Requests.

User Management ~ 0 @) e honst Ao

2) The Approve Roles form will open.

3) Use the filters to narrow down role requests.

Approve Roles

system  NTD

Access Control  Sciect g Grou

Group

Role Category ‘ Reporter

Cost Center

User =

Organization

CLEAR FILTER(S)

User

ntd.njtransitusermanager2@dot.gov
(ntd.njtransit.usermanager2@dot.gov)

ntd.userb.requestrole@fake.com
(ntd.userb.requestrole@fake.com)

orguser.ntd@mailinator.com
(orguser.ntd@mailinator.com)

seat.ceo1@dot.gov (seat.ceo1@dot.gov]

CANCEL

Role

Role
Category

CEO Delegate ~ Reporter

CEO Delegate  Reporter

User

Manager fEparter

) CEO Delegate  Reporter

Access Control Group

Erik Chadwell (NTD Validation Analyst)

Matt Bonzek (NTD Validation Analyst)

Lillian Pecoraro (NTD Validation
Analyst)

Erik Chadwell (NTD Validation Analyst)

Cost Center
78100 - Region 1
79000 - Region
10

78100 - Region 1

78100 - Region 1

Organization

1R06 - Vermont Agency of Transportation
(VTrans)

00041 - Alaska Rallroad Corporation
(ARRC)

10040 - Southeast Area Transit (SEAT)

TRO6 - Vermont Agency of Transportation
(VTrans)

Document

Role Doc

1

doc

Role Doc

4) The pending role requests that the viewer has permissions to approve

will be visible. For each request, the user’s name, username, role, a link
to the justification document, and other key details will be included.

5) To review arole request, click the checkbox next to the user’s name.
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Role

Requester Comments

submitting a requested role

My Comments

user Role Sttty System  Access Control Group Cost Center Organization Document
Bala K ({bala@mailinator.com) \\'Eq"dyer Reporter NTD Lillian Pecoraro (NTD Validation Analyst) ~ 78100-Region1 10040 - Southeast Area Transit (SEAT) joc
t Manag E 1R06 - Vermont A ran: 5
fprangbiier Maniger CEO Reporter NTD Erik Chachwell (NTD Validation Analyst) 78100-Region i | |E06-Vermont Agency of Transportation | (oo p v
(ntd.njtransit usermanager2@dot,20v) Delegate (VTrans)
CE0 79000 - Regiol 00041 - Alaska Railroad Corporatic
d d (ntd.userb.requestrole@fake.com} Reporter NTD Matt Bonzek (NTD Validation Analysth it s aska Raficped Corpormtiog
Delegate 10 (ARRC)
Orguser Ntd user - i ; e e % - : s s
_ - =i Reporter NTD Lillian Pecoraro (NTD Validation Analyst) 78100 -Region 1 10040 - SOUtheast Area Transit (SEAT) do
(orguser.ntd@mailinator.com) Manager
pennsylvaniaulv Civil Rights User Reporter NTD Courtney springer (NTD validation 79000 - Reglon 0RO1 - idaho Transportation Department S
(orgusers.tramsxyz@mailinator.com) Manager [ ' Analyst) 10 (D) gt
e et gl Bl Hizet Reporter NTD Lillian Pecoraro (NTD Validation Analyst) ~ 78100-Region1 10040 - Southeast Area Transit (SEAT)
(ramesh.ntssafetyeditor@mailinator.com)  Manager -
c 1R06 - Vermor cy of Tr 2 "
seat CEO (seat.ceo1@dot.gov) o Reporter NTD Erik Chadwell (NTD Validation Analyst) 78100-Region 1 |R06-Vermont Agency of Transportation oo\ o
Delegate VTrans)

7 items

LT | RejeCT

6) Additional details about the request will be displayed beneath the table

of requests. The reviewer can see any comments made by the requestor.

hyperlink in the table. The document will be downloaded.

7) To review the associated justification document, click the document

User

{wmata.subr

Administrator] Region 3
(region3.administratort}

Role
nitial
Revigwer

utterd@fake.com)

Submitter

Role " Cosl
Category SYStem  eoier Drganization Document
cr - FE300 -
FIASHAIN  TAMS  © 0 . N NPA
Region 3
1398 - WASHINGTON
Getiblent  Tramg  7B300-  METROPOUTANAREA | Requested
T g Region 3 TRANSIT AUTHORITY Dacument
{WATA)

8) When the reviewer has reached a decision, enter any comments in the

My Comments box and then click either Approve or Reject. Comments
must be 4000 characters or less. Comment are required to be added.
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Role

User Role System  Access Control Group Cost Center Grganization Document
Category
Bala K (bala@mailinator.com) ;‘;ﬁ'mr Reporter NTD Lillian Pecoraro (NTD Validation Analyst) ~ 78100 -Region 1 10040 - Southeast Area Transit (SEAT)

njtransit User Manager 1R06 - Vermont Agency of Transportation

o iy Reporter NTD Erik Chadwell (NTD Validation Analyst) 78100 - Region 1
(ntd.njtransit usermanager2@dat.gov) Delegate i
cEo 79000 - Region - Alaska Railroad Corporation
d d (ntd.userb.reguestrole@fake.com) et Reporter NTD Matt Bonzek (NTD Validation Analysti 4 8 " F
Delegate
=
el Reporter NTD 8100 - Region 1 SoUtheast Area Transit (SEAT)
Manager
s Use = 73000 - Reglon 0RO1 - Idaho Transportation Department
5 Repo NTD fummy doc
amsxyz@mailinator.com) Manager P 10 (TD)
ok g Bl L Reporter NTD Lillian Pecoraro (NTD Validation Analyst) 78100 - Region 1 ea Transit (SEAT)
h.ntssafetyeditor@mailinator.com) ~ Manager -
seat CEO (seat.ceo1@dot.gov) Reporter NTD Erik Chadwell (NTD Validation Analyst) ~ 78100-Region1 | roc-VermontAgency of Transportation oy
7 item:
Requester Comments My Comments

submitting a requested role

CANCEL APPROVE a}

9) You will be prompted to confirm your decision “Are you sure you want
to approve the selected role request?” Click Yes to approve. Select No
to cancel and return to the form. (If you clicked Reject, a similar
prompt will be given “Are you sure you want to reject the selected
role request?”’)

Are you sure you want to approve the selected role request?

YES ‘ NO

10) Once a decision is submitted, the role request will disappear from the
table. The User Manager and impacted user will be notified of the
decision via email. Ifthe role was approved, the role will be added to
the user’s account.

6.3.7 Action: Review Unlock Requests

FTA is required to comply with U.S. DOT Information Technology (IT)
Security guidelines. One key feature of this compliance includes automatic
account locks after 60 days of user inactivity. Since the FTA systems all reside
on the same software platform and use the common FACES access
mechanism, this security feature applies to all software systems on the FTA
platform.

FACES automatically locks user accounts if the user has not signed into their
account within 60 days. The account lock prevents users from accessing any of
the software systems on the FTA platform. Automated warning emails are
issued to inactive users 15, 10, and 5 days prior to lockout.

Users are notified that their accounts have been locked via automated emails.
Users who are locked out will still be able to log into their FACES account, but
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their access will be severely restricted. The standard Appian tabs (/News,
Tasks, Records, Reports, and Actions) will contain a limited amount of data
and security-related actions. For example, no tasks will be available.

Locked users can unlock their accounts via one of two methods: 1) correctly
answer previously set up security questions; or 2) submit an unlock request.
Both methods are available from the Actions tab. It is preferred that all users
attempt to self-unlock their accounts by answering their previously setup
security questions before submitting an unlock request; this is the quickest
and most efficient route to unlock an account. Once an account is unlocked,
the user’s access will be fully restored.

If Security Questions were not previously set up or the answers could not be remembered,
user will submit an Unlock Request by selecting Unlock Account from their Actions
tab. An email for the Unlock Request is automatically routed to the appropriate User
Manager.

After submitting the Unlock Request, the User Manager (UM), Local
Security Manager (LSM) or Validation Analyst will receive an email
notification of the unlock request with a hyperlink to review the request. Upon
receiving the Unlock Request, the UM, LSM or Validation Analyst can
either approve or deny the request. The user will receive an email notification
confirming either decision.

If the request is approved, the account will unlock, and all previous
permissions will be restored. If the request is denied, the account will remain
locked. If the account remains locked, the user should call their User Manager
directly to resolve the issue. If the appropriate User Manager is not known,
the user can call the Help Desk.

Note: | If the organization does not have a User Manager or the user is a User
Manager, the Unlock Request will go to the appropriate Local Security
Manager (LSM) for resolution. If the user belongs to multiple organizations,
the request will go to the appropriate User Manager of each organization.

To reply to an Unlock Request:
1) Navigate to the Actions tab and click Review Unlock Requests.
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il
a User Manageme!

REFORTS HELP CENTER

&
Assign Bulk Create and Manage Users
Assign Bulk Role: €reata ar Actwate a New Systern ser

L=}

Recertify Users
Recortify User Roleis) for Acti

Review Unlock Requests

ock Requests

Remove Bulk Roles

Remove Roles in Bulk

L)
Manage Access Control Groups

9
Manage System Annou

Manage sy

Review Role Requests

Approwe or Refect Role Requests

Manage Recertification
Mana

rtification Cycle

2) System Displays Review Unlock Request Page with locked user’s

information.

Review Unlock Request

Locked User
Alexa Hill

sunjida Alam

tpm Management

SSOR Global Security Manager GSM
region1 Reviewer

FOS Local Security Manager LSM
FOS Global Viewer

TrAMS Global Viewer

region! Local Security Manager LSM

SSOR Global Security Manager GSM

Username
alexa hill@mallinator.com
sunjida.alam@hilus
tpm.management1@dot.gov
ssor.gsm13@dot.gov
pawan.regiont.reviewers@dot.gov
fos.Ism16@dot.gov
fos.globalviewer14@dot.gov
demo.trams.tcrlsm@dot.gov
intakemanager.regi @dot.gov

ssor. gsm7@dot.gov

Organization

Request On
11/13/2020 3:40 PM GMT+00:00
11/10/2020 8:13 PM GMT+00:00
10/14/2020 5:36 PM GMT=+00:00
7/14/2020 6:59 PM GMT+00:00
741442020 5:01 PM GMT+00:00
7/13/2020 9:00 PM GMT+00:00
7/13/2020 8:59 PM GMT+00:00
7/12/2020 8:59 PM GMT+00:00
4/23/2020 8:45 PM GMT=00:00

3/10/2020 7:27 PM GMT+00:00

!

[Click the name of a locked user t view the user's unlock request.
System | ele ¥ Access Control -
Group
User Ty -
es: Cost Center -
User

Lock Date

10/30/2020 1:22 PM GMT+00:00

11/10/2020 7:54 PM GMT+00:00

8/1/2019 9:49 PM GMT+00:00

7/14/2020 6:58 PM GMT+00:00

7/14/2020 3:57 PM GMT+00:00

7/13/2020 8:52 PM GMT+00:00

7/13/2020 8:55 PM GMT+00:00

7/13/2020 &:55 PM GMT+00:00

8/1/2019 8:51 PM GMT+00:00

8/1/2019 8:53 PM GMT+00:00

Lock Reason

Inactivity Lock
Inactivity Lock
Inactivity Lock
Inactivity Lock
Inactivity Lock
Inactivity Lock
Inactivity Lock
Inactivity Lock
Inactivity Lock
Inactivity Lock

10 items

3) Click Close if no action is necessary to return to the Actions page.

4) If not, select the link representing the name of the user that needs to be
unlocked.

5) The Review Unlock Request page will display the user’s detailed
information.

6) Validate the User Information and review the Request Comments
section.

UNCLASSIFIED Page 120 of 140

User Guide, 6.4.7
FACES



UNCLASSIFIED

User Information

Full Name TraMs Global Viewer Username deme.trams.tcrlsm@dot.gov

Status Active (Locked)

Title TestUser
User Type FTA
Roles
Role | Role Category System Access Control Group Cost Center Organization Document status
Local Security Manager (LSM) FTA Staff TrAMS Office of Givil Rights 68000 - Office of Civil Rights NrA N/A Approved
Budget Analyst FTAStaff TraMS Office of Budget and Policy N/A N/A A Approved

Request Comments

sunnie needs approval 7/13

Reviewer Comments

Comments entered will be visible on the user's profile in the History” dashboard

BACK ApPROVE |iSlZa

7) If no action is necessary or more information/justification is needed,
select Back to return to the Review Unlock Request page without
acting on the Unlock Request.

8) Otherwise, enter any text pertinent to the unlock of this user in the
Reviewer Comments window. Click Approve to approve the request
and click Reject to reject the unlock request.

Request Comments
Just reurned from a 3 month leave of ahsencs and row nesd alcess 10 My SCOUNL

Reviewer Comments

This unlock reguest has beenverified and approved,

BALK | APPROVE REJECT

9) A message will display asking the user to confirm his or her decision.
Select Yes to proceed or select No to remain on the review unlock

request page.

Are you sure you want to approve the selected user's unlock
request?

NO YES

10) A message will display that indicates the decision for the Unlock
Request is being processed. Click Close.
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Unlock In Progress

nlock request is being processed. It may take a few minutes for all changes to appear on the user's recard, Click the 'Close' button ta return to review unlock requests

11) The Review Unlock Request page displays. The Unlock Request is
no longer listed.

Note: | There may be other Unlock Requests in the queue. Select Close to
return to the Actions tab.

Review Unlock Request

Locked User Username Request On | Lock Date Lock Reason

12) The user will receive a confirmation email regarding the approval or
rejection of their request.

From: FACES System Administrator
Subject: Account Unlock Request Approved

Your account unlock request in TrAMS has been approved.
Your account permissions have been reinstated. You can access TrAMS at this time.

Please do not reply to this email. This is an automated message.

6.3.8 Related Action: Unlock User

If any user is locked in the system, an additional related action will become
available on the user’s record, Unlock Account. This related action allows a
User Manager, LSM, Validation Analyst or GSM (as appropriate) to
unlock a user directly from the user’s profile. This related action will remain
visible if the user’s record is locked. It is intended as a backup method of
unlocking an account.

To unlock a user’s account from the profile related action:
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1) Navigate to the user’s record and click the “Unlock User” related
action.

Tfé_né_i“t_-Rider, Sophia (transit.user@fake.com) | e

Histony HeEws Rrdated Actons

L] Dractivate User
activale User Account

L] Unlock User
Lindock 3 Usir that has submitted an Unlodk Request

2) A page will display information about the user’s account, the reason
for the account lock, and the user’s unlock request.

Unlock User

User Information

Full Name Username
Titke Status No Record
User Type
Lock information
Lack REasan Lotk Date Lotkid By Comments
nactiity Lok 104177200 7 925 PM EDT mipitiuck nactive for G0+ days
Lock Information
o - . i . REviEwer
Status Request Date User Comments Bl Comments Review Date
Refected 1O FIZ0N T G40 PM This is 4 sample requesl. Pease moiuck TEST 107372017 326 PM
- EDT uniock my account EDT
Comments

CAMCEL

SUBMIT

3) Enter a comment justifying the unlock action, as needed, and then click
Submit.

Comments

lT-us unlack request |s aparoved I

CANCEL SUBMIT

4) In the confirmation screen confirm you want to unlock user.
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Are you sure you want to unlock 10134.ceo1@test.com?

: o

5) On selecting Yes, the system will proceed with deactivation. The
Unlock in Progress page will display. Click CLOSE to go back to
the Related Actions or REFRESH to refresh the page.

CLOSE

Unlock In Progress

The user is being unlocked. It may take a few minutes for all changes to appear on the user's record, Click the Refresh button after a minute to confirm that the user has been unlocked.

REFRESH

Note:

Whenever any user is unlocked after being locked due to re-certification
then all that user's active roles will be automatically re-certified.

6.3.9 Related Action: Reset PIN

If a user cannot remember either their existing PIN or security question
answers, the user can contact someone in their users’ management chains
(User Manager, LSM, or GSM) to reset their PIN.

Note: | The Reset PIN action only appears for User Managers, LSMs or GSMs.

How to reset a user’s PIN:

1) Navigate to the user’s record and select Related Actions.
2) Click Reset PIN.

?

¥
Cc

summary User Details User Roles History News Related Actions

Edit Profile
Edit Profile

Manage User Roles
Add or Delete user roles

Deactivate User
Deactivate User Account

Reset PIN
This will reset the user's PIN
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3) The Reset PIN page displays a warning message and notifies the user
management chain that they are about to reset a user’s PIN and please
verify that request to reset the user’s pin came from the intended user.

Note: | There is no verification in the system for PIN Reset requests. Once
the PIN is reset, the previous user PIN is no longer valid.

Summary er Detal User Role Related Actions

Reset PIN for adot Primary Reporter

Warning

This will completely remove the user's original PIN, and allow them to enter a new PIN. Please verify that the request is authentic before proceeding.

‘ CANCEL

4) Select Cancel to return to the previous page without saving any
changes.

5) Select Submit to finalize resetting the user’s PIN.
6) The Related Actions page displays.

6.4. Reviewing Monthly User Comparison Report

The User Comparison Report script generates a report that displays all users that hold both an
account in the same system with supervisory roles and an account with non-supervisory roles.

It collates user data across several tables - including contact and address information, then
compares users with supervisory roles against those with non-supervisory roles. The resulting
report shows a row for each pair of roles across two different accounts held by the same person:

e Supervisory, and
e Non-supervisory.

The recipients of the report are the Global Security Managers (GSMs).

Once the report is received, the expectation is to investigate any items in question within the
report.

7. Recertification

Recertification is a process that requires the user’s manager to review and recertify (or reject)
a user’s system roles to satisfy DOT security requirements. The recertification process
happens annually, and the user’s managers must review and re-certify all users that report to
them.
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Help Desk Information

The recertification process trigger systems on the TrIAD platform to send email
notifications to role management users (Certifiers) alerting them when they are required
to recertify users. After receiving the email notification, each Certifier has a certain
number of days to recertify the user group specified in the email. The email will
provide this timeline. Users who are not recertified will have their roles removed,
users with no roles will be automatically locked out of the system. Users who have
multiple roles will have to have each role recertified by their Certifier; the Certifier
may elect to only recertify some of a user’s roles. In this situation, the user will
lose only those roles and will not be locked out of the system. Users who have lost
roles or have been locked out of the system will have to contact their Certifier to
reinstate their roles. The Certifiers (GSMs, LSMs, User Managers) are required to
recertify users with a specific period, depending on the system. This period is called
the recertification window.

Note:

If a user becomes locked, they can self-unlock themselves or submit unlock requests
as detailed in Section 7.2.

How to recertify a user role:

1)
2)

3)

Certifier logs into System and clicks Actions.
Click Recertify Users.

[ETR

MANAGE USERS. ACTIONS REPORTS, HELP CENTER User Management ~ 0 Y oo ors Admaniation

& &

Create and Manage Users Create Multiple Users

Manage Recertification

The Recertify Users page is displayed, allowing the Certifier to filter users to
recertify.
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Recertify Users

System - Access Control ~ “oloct= Group -
Group
User Type | Select 3 User Type -
Cost Center Select 2 Cost Center o
Locked @Al [ Yes [ INo
Organization

Filter users withno
S

vUsers Requiring Recertification

Select one or more users o re-certify. Select one user at a time to manage roles.

] | User Username Type Organization Locked Last Login Date Active?
| UserMan inator.com Organizati 1 - Arizona Department of Transportation (ADOT)  No 10/6/2020 9:56 AM EDT ]
(] TestMan 1234 ilinator.com Organizati 2 Arhansas Degarient O TR spOcation No 10/6/2020 9:56 AM EDT [
(ArDOT)
(] NTD UMSupervisor ntd.umsupervisor FTA NIA No 10/6/2020 9:56 AM EDT ]
| user.manager.test@mailinator.com user.manager ilinator.com Organizati 1 - Arizona Department of Transpertation (ADOT)  No 10/6/2020 9:56 AM EDT ]
] Henry Cooper henry.cooper Organization gfzoxﬁ;';mm Compp o Uepatmert” | o 10/6/2020 9:56 AM EDT ©
| David Manager david.manager FTA NIA No 10/6/2020 9:56 AM EDT ]
[ NTDAnalstz ntd.Analyst2 FTA NA No 10/6/2020 9:56 AM EDT ]
NTD UMSAnalyst ntd. UMSAnalyst A NA No 10/6/2020 9:56 AM EDT ]
] DerekLong derek long@mailinator.com Organization  1353- Banstable, County Of (CAPECODECOM)  No 10/6/2020 9:56 AM EDT ]
5907 - Transportation Ost-wcf, United States Dept
Frankie Whatson frankie.whatson@mailinator.com O 10;(‘;;?5( Svcr-|20)r Maryland Department OF No 10/6/2020 9:56 AM EDT (]
(MDOT)

1-100f3,047 > »

CLOSE GENERATE REPORT

4) A Certifier can download a report for users that require recertification, based
on the filters applied, by clicking on Generate Report.

a. The system displays a confirmation message.

Generate Report?
Are you sure you wish to generate a report with these filters?

b. A link to the report will be available to download shortly after as well as
emailed to the Certifier.
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Sunnie D&ESadmin sunnie.dgs@sysadmin.com FTA N No 9/10/2020 5:00 PM EDT e
ripta Viewer ripta.iewer! @dot.gov Orgarization 1RO7 - Rhode Island Public Transit Authority (RIPTA)  No 10/6/2020 9:56 AM EDT ]
ripta Safety Editor ripta.safetyeditor1 @dot.gov Organization 1RO7 - Rhode Island Public Transit Authority (RIPTA) No 10/6/2020 9:56 AM EDT (]
tpm Local Security Manager LSM tpm.Ism3@dot.gov FTA N/A No 10/6/2020 9:56 AM EDT [
toa Validation PM toa.validationpm1@dot.gov FTA N/A No 10/6/2020 9:56 AM EDT (]
1-100f252 > »
GENERATE REPORT
vRecently Generated Report(s)
Documents will only be available to download for 15 days after generation.
Download Link(s)
12/28/2021 11:51:32 Recertify Users Export for sunnie.tramsgsm@dot.gov.xlsx
12/28/2021 11:25:06 Recertify Users Export for sunnie.tramsgsm@dot.gov.xlsx
5) The Certifier can select a user or users to recertify roles
v Users Requiring Recertification
ne or more users to re-certify. Select one at a time to manage roles
User Username Type Organization Locked Last Login Date Active?
User Man azdotuserman@mailinator com Organization 1 - Arizona Department of Transportation (ADGT) ~ No 10/6/2020 9:56 AM EDT ]
Test Man 12345testman@mailinator.com Organization ,‘,';gf)”sm Deparmegtorimnsponato No 10/6/2020 9:56 AM EDT ]
(ArDOT
usermanager test@mailinator.com user manager test@mailinator.com Organization 1 - Arizona Department of Transportation (ADOT) ~ No 10/6/2020 9:56 AM EDT ]
12 - Massachusetrs Department of Public Utilities
massdot NTD Contact massdot.ntdcontact] @dot.gov Organization (DPU) P No 10/6/2020 9:36 AM EDT (]
(
conndot Developer conndor developer1@dot gov Organization 1 - Arizona Department of Transportation (ADOT)  No 10/6/2020 9:56 AM EDT ]
12 - Massachusetrs Department of Public Utilities
massdot User Manager massdot.usermanager2@dot.gov Organization (0P it No 10/6/2020 9:56 AM EDT [/]
1 - Arizona Department of Transportation (ADOT)
Aiden A Al siden al@mailinator.com Organization 12 - Massachusetts Department of Fublic Utilities  No 10/6/2020 9:56 AM EDT ]
{DPU)
Cardamom Roundswortn cpucPrimary@mailinator.com Organization 3 - California Public Utilities Commission (CPUC)  Ne 10/6/2020 9:56 AM EDT
S5OR User Manager ssor.umi@mailinator.com Qrganization ? I‘;EVST:)UHS'" Department of Transportation Mo 10/6/2020 9:56 AM EDT ]
12 - Massachusetts Department of Public Utili
dpu User Manager dpu.usermanageri @dot gov organizaton 20 assachuserts Depariment of Public UHIREs g 10/6/2020 9:56 AM EDT &
(DP
1-100f74 > »
v User Roles
Role Last Certified
Username system Role Access Control Group Cost Center Organization Certified?
Category Date
% S User SSOR: Local Security 74000 - Office of Transit Safety 1 - Arizona Department of e
gzdoti=eamanialinaecomfHS=06: 550 Manager Managers (L5Ms) =nd Guersight Transpartation (ADOT) 272 3020a0 ho
6) The Certifier reviews user(s) details and roles in the User Roles section of
v User Roles
Rl Last Certified
Username System  o© Role Access Control Group Cost Center Organization ast Lertime Certified?
Category Date
~ I User SSOR Local Security 74000 - Office of Transic Safety 1 - Arizona Department of .
R ETE I ERED | 200 =9 Manager Managers (L5Ms) and Oversight Transpartation {(ADOT) 22220 Ho

Recertification Comments &

Characters Remaining:

CLOSE

Document &

UPLOAD

G

Document Name

Characters Remaining: 255 / 255

‘ GENERATE REPORT H MANAGE ROLES H DE-CERTIFY

CERTIFY

a. Username with user details is displayed on the table.
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Comments are required.

Can upload any supporting documentation.

d. Enter Document Name.

Ifa user is active and needs recertification of role(s) and mange role(s)

Certifier then enters Recertification Comments. Recertification

at the same time, the Certifier can use the Manage Roles button.

If a User is locked, the Certifier can click on the Close button and

return to the Action Page or navigate to the Manage Roles Related

Actions if needed to recertify and manage roles:

vUser Roles

Username System  Role Category Role Access Control Group Cost Center Organization

wmata.resdonly3@dotgov  TrAMS. Recipient Resd Only  Region3 78300 - Region 3

Recertification Comments Document &

upLoAD | [ Drop file here
Document Name

4

Characters Remaining: 4000 / 4000 Characters Remainin g 285/ 255

1398 - Washington Metropolitan Area Transit
Authority (WMATA

Last Certified Date Certified?

7115/2020 No

You may not manage roles for locked users

Please unlack the user prior to managing user roles

CLOSE

MANAGE ROLES H DE-CERTIFY ‘ CERTIFY

‘ GENERATE REPORT |

See Section Manage User Role for how to manage user’s roles.

g. Click on the De-Certify button:

i. The system displays a confirmation message.

Decertify Role(s)

Are you sure you want to decertify the roles for the selected
users? If the user has no other roles, they will become
deactivated.

NO

ii. The Certifier will click the Yes button.

1ii. The user’s role is de-certified.
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e Ifa user has any existing roles, then roles that are de-
certified will be deleted.

e [Ifa user has no other existing certified roles the
decertify action will deactivate the user.

h. Can click on the Certify button:

i. The system displays a confirmation message.

Certify Role(s)

Are you sre you want to certify the roles for the selected users?
Only roles that require recertification will be recertified

NO YES

1i. The Certifier will click the Yes button.

ii1.  User’s role is certified until next year.

Note: If the certifier does not recertify their assigned users before
the end of the recertification window, all the uncertified
users will be locked. Users locked because of
recertification activities will receive an email to inform
them, they no longer have access to the system. If they are
not unlocked within two weeks, users locked because of
recertification activities will be deactivated.

7.2. User Lock/Unlock Request Process

A user account can be locked if a Certifier does not recertify the user’s role during
the recertification period. The user will be required to submit an Unlock My Account
request from his or her system. A locked user cannot perform any action on the
system until his or her account is unlocked.

How a user can request to have his or her account unlocked:
1) User logs into System.
2) User clicks Unlock My Account.
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Welcome to the Transit Integrated Appian Platform!

Current user: System Administrator, FACES
Last Login Date: 10/5/2020 10:25 AM EDT

& Unlock My Account

Unlock Account or Submit Unlock Request

B Your Account has been locked. Please click on "Unlock My Account” to unlock your account.

3) The System displays the Unlock Account page.

4) User enters comment and clicks Submit button.

Unlock Account

You have not 561 up 2Ccount SeCurity questons. You areé onty allowed 1o send & request 1o your leadership (User Manager or Lotal Security
Manager as appropriate
Options *

Send a request 1o unbock your account

ANSWEr SECUNTY QUESTIONS

I

CANCEL | SuBMIT

Note: | The user will not be able to select the Answer Security Questions option.

7.3. Certifier Unlocking User’s Locked Account

If a user submits an unlock request during recertification, their Certifier will receive an
email notification to unlock the account. A user account locked during recertification
will be deactivated two weeks after the end of the recertification window if the
Certifier does not unlock the account.

Hint: Alternatively, a certifier can use Unlock related action to unlock locked users. There is no
mandate for users to submit unlock request in this case.

How a Certifier can unlock a user’s account:
1) Certifier logs into System and clicks Actions.

2) Certifier clicks Review Unlock Request.
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il
MANAGE USERS ! REPORTS HELP CENTER User Management ~ n ) Foaero Taras AGmnananon

Remove Bulk Roles

& @
Review Unlock Requests Manage Access Control Groups Manage Recertification
prave or Reject unlock feq Create or £dit Access Control Groups ar e Organizations. Manage User fole Certfica
-

Manage System Annou
Manage Systam Annour

3) The System displays Review Unlock Request page.

4) Certifier clicks on locked username.

Review Unlock Request

ame of 3 kocked user to view

Locked User Username Request On 1 Lock Date Lock Reason

Olga Brown dol_um2@fake.com 10/24/2018 1:32 PMEDT 5/5/2016 5:30 PM EDT Locked for Uncertified Roles

Loule Morris ouile. morris@dot gov 1172018 5:57 PMEDT BAZE201E 3:53 PM EDT Locked for Uncertified Roles
| CLOSE

5) The System displays User information page.

6) Certifier may enter text to explain the unlock action in the Reviewer
Comments section.

7) Certifier clicks on Approved button.

Review Unlock Request

b
User Information

Full Hame v Opa Booww Lharrria e _umQStaed oor

Titde DOL A etus Alive Locued

User Type DOL
Roles
Raie | Fesie Category fymern e Coviter Girgantranan Docusmens Seaoun
e Manape Do TrAME MiA [ Lmeasmae ias Aazemven

Reviewer Comments

BALCK REJECT
L %
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8) In the confirmation screen confirm you want to unlock user.

Are you sure you want to unlock 10134.ceo1@test.com?

NO

9) On selecting Yes, the system will proceed with deactivation. The Unlock in
Progress page will display. Click CLOSE to go back to the Related Actions
or REFRESH to refresh the page.

Unlock In Progress

The user is being unlocked. It may take a few minutes for all changes to appear on the user's record. Click the Refresh’ button after a minute to confirm that the user has been unlocked.

Certifier can reject the unlock request and the user account will continue to
remain locked.
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Appendix A: Acronyms and Definitions

The following table provides definitions for abbreviations and acronyms used in this document.

Acronym Definition
DGS Discretionary Grant System
DOL Department of Labor
DOT Department of Transportation
ECHO-Web Electronic Clearing House Operation Web
FACES FTA Access Control and Entry System
FTA Federal Transit Administration
GSM Global Security Manager
LSM Local Security Manager
NTD National Transit Database
SSOR State Safety Oversight Reporting
TrAMS Transit Award Management System
UM User Manager
URL Universal Resource Locator (i.e., web address)
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Appendix B: User Role Rules

This appendix contains user role assignment rules by system (e.g., TrAMS, NTD or DGS). For
information about the privileges a role confers, see the appropriate user guide for the system

in question.

1. FTA Platform Rules

1) FTA user type is platform wide.

2) FTA users can only be assigned roles that match their platform user type.

3) FTA Users can only be assigned FTA user roles.

4) Organization users can only be assigned organization user roles.

5) External users can only be assigned roles that match their external user subtype.

a. Auditors can only be assigned auditor roles.

b. Contractors can only be assigned contractor roles.

C.

2. NTD Rules

DOL Users can only be assigned DOL roles.

General Rule: Each reporter user can have up to two roles per Reporter organization (if a
user has two (2) roles, one role must be User Manager.)

NTD Reporter Role Rules

User Manager

The User Manager role can be held in combination with any NTD
Reporter role except Viewers.

User Managers can create all other users within a Reporter
organization.

CEO

The CEO role must be assigned by an FTA user.
The maximum number of CEOs within a single Reporter organization is one

(D).

NTD Contact

The maximum number of NTD Contacts within a single Reporter
organization is one (1).

Editor

Multiple users can be assigned the Editor role.

Viewer

Multiple users can be assigned the Viewer role.
Viewers cannot also be assigned the User Manager role.

Safety Contact

The maximum number of Safety Contacts within a single Reporter
organization is one (1).

Safety Editor

Multiple users can be assigned the Safety Editor role.

Safety Viewer

Multiple users can be assigned the Safety Viewer role.

User Guide, 6.4.7
FACES

UNCLASSIFIED Page B-1 of 5



UNCLASSIFIED

CEO Delegate e Multiple users can be assigned the CEO Delegate role.
e Only CEOsand CEO delegates can assign the CEO delegate role.

3. TrAMS Rules

TrAMS Recipient Roles  Rules

Read Only e The Read Only role cannot be assigned at the same time as any other
recipient roles within a single recipient organization.

User Manager e  The User Manager assignment must be approved by an LSM or GSM.
Submitter e  The Submitter assignment must be approved by an LSM or GSM.
e Role assignment requires attachment of Delegation of Authority letter.
Developer e No rules apply to this assignment
Official e  The Official assignment must be approved by an LSM or GSM.
e Role assignment requires attachment of Delegation of Authority letter.
Attorney e The Attorney assignment must be approved by an LSM or GSM.
e Role assignment requires attachment of Delegation of Authority letter.
Civil Rights e No rules apply to this assignment
FFR Reporter e No rules apply to this assignment
MPR Reporter e No rules apply to this assignment
JPC Procurement e No rules apply to this assignment
Officer
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TrAMS FTA Roles

The table below shows which roles are applicable to each Cost Center

Office of
Office of the| Communicatio | Office of | Office of Office of Office of
Of.fi.ce of O'fﬁ.ce Of. Chief n and Program Budget Resear Ch’. (')f‘ﬁce of Planning and
Administrato | Administration| Congressional | Manageme and Demonstration C}Vll Environment
r Affairs nt Policy » and Rights
Innovation
TOA TAD TCC TCA TPM TBP TRI TCR TPE
TrAMS Roles - 61000 62000 63000 64000 65000 66000 67000 68000 71000
FTA

Supervisor Yes Yes Yes Yes Yes Yes Yes Yes Yes
Local Security Yes Yes Yes Yes Yes Yes Yes Yes Yes
Manager

Intake Manager Yes Yes Yes Yes Yes Yes Yes Yes Yes
Pre-Award Manager Yes Yes Yes Yes Yes Yes Yes Yes Yes
Post-Award Manager Yes Yes Yes Yes Yes Yes Yes Yes Yes
Reservationist Yes Yes Yes Yes Yes Yes Yes Yes Yes
Administrator Yes Yes Yes Yes Yes Yes Yes Yes Yes
Director Yes Yes Yes Yes Yes Yes Yes Yes Yes
Director of Operations Yes Yes Yes Yes Yes Yes Yes Yes Yes
Initial Reviewer Yes Yes Yes Yes Yes Yes Yes Yes Yes
Technical Reviewer Yes Yes Yes Yes Yes Yes Yes Yes Yes
Environmental Yes Yes Yes Yes Yes Yes Yes Yes Yes
Reviewer

Civil Rights Officer Yes Yes Yes Yes Yes Yes Yes Yes Yes
Legal Counsel Yes Yes Yes Yes Yes Yes Yes Yes Yes
Read Only Yes Yes Yes Yes Yes Yes Yes Yes Yes
Budget Director No No No No No Yes No No No
Budget Analyst No No No No No Yes No No No
Vendor Setup No No No No No Yes No No No
Apportionment No No No No Yes No No No No
Manager

Transit Director No No No No Yes No No No No
Discretionary Admin No No No No Yes No No No No
TCA Recorder No No No Yes No No No No No
DBE Approver No No No No No No No Yes No
Dataset Administrator No No Yes No Yes No No No Yes

4. DGS Rules
DGS Recipient Roles Rules

Program . . L .
Admin/Manager e  The Program Admin/Manager role can be held in combination with any

DGS role except.

e Program Admin/Manager with the GSM role can create all other users
within the DGS system.

e  Multiple users can be assigned the Program Admin/Manager
with/without the GSM role.
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GSM e The Program Admin/Manager with the GSM role must be assigned by an FTA
user.

Team Lead e  Multiple users can be assigned the Team Lead role.

Reviewer e  Multiple users can be assigned the Reviewer role.

5. SSOR Rules

SSOR Roles Rules

e The Program Management Lead role can be held in combination with

Program Management
SSOR GSM role.

Lead

GSM e The Program Management Lead with the GSM role can create all other users
within the SSOR system.

LSM e Any of the FTA SSOR role can be conjunction with LSM (example:
Validation Lead)

Program Management e  Multiple users can be assigned the Program Management Team

Team Member Member

User Manager e  User Manager role be held with Primary or Alternate Reporter.

6. CRM Rules

CRM Roles Rules

GSM e Has access to all FACES functionality to manage, create, and recertify
global users.

Global Viewer e No rules apply to Global Viewer.

FTA User e Created by GSM and has only access to reports and view privilege of all the
global users.

7. FACES Rules

FACES Roles Rules

GSM e Has access to all FACES functionality to manage, create and recertify
global users.

User Details Report e Only has access to User Details, User Deactivation History, and
Global Viewer Supervisor Hierarchy reports
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FACES Tier-1 Helpdesk e Only has access to User Details, User Deactivation History, Recertification
Viewer Status, and Supervisor Hierarchy reports

FACES Tier-1 Helpdesk e Has access to Manage System Announcements, Send ad-hoc emails, and
Lead reports

8. ECHO-Web Rules

ECHO-Web Roles Rules

GSM e Has access to all FACES functionality to manage, create, and recertify
global users.
Global Viewer e Has read only access to payment requests and account management.
Grantee e A maximum of 2 grantee role(s) can be assigned to an organization
Approving Official e A maximum of 1 grantee role can be assigned to an organization
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Appendix C: FTA Cost Centers

FTA is organized into 10 Regional FTA offices and 11 FTA Headquarters offices. These “cost
centers” have acronyms and numbers that are used throughout FACES. Each organization is
tagged to a cost center. The FTA cost centers are:

Cost Center Name Acronym  Number
FTA Regional 1 Office TRO-1 78100
FTA Regional 2 Office TRO-2 78200
FTA Regional 3 Office TRO-3 78300
FTA Regional 4 Office TRO-4 78400
FTA Regional 5 Office TRO-5 78500
FTA Regional 6 Office TRO-6 78600
FTA Regional 7 Office TRO-7 78700
FTA Regional 8 Office TRO-8 78800
FTA Regional 9 Office TRO-9 78900
FTA Regional 10 Office TRO-10 79000
Office of Administrator TOA 61000
Office of Administration TAD 62000
Office of the Chief Counsel TCC 63000
Office of Communication and Congressional Affairs TCA 64000
Office of Program Management TPM 65000
Office of Budget and Policy TBP 66000
Office of Research, Demonstration and Innovation TRI 67000
Office of Civil Rights TCR 68000
Office of Planning and Environment TPE 71000
Office of Transit Safety and Oversight TSO 74000
Office of Regional Services TRS 78000

Table 1: FTA Cost Centers

User Guide, 6.4.7 UNCLASSIFIED Page C-1 of 1
FACES



	Revision History
	1. Introduction
	1.1. What is FACES?

	2. User Access
	2.1. New User Account Creation
	2.1.1 Non-FTA User Setup
	2.1.2 FTA User Setup

	2.2. Logging In
	2.2.1 Standard Login (Non-FTA Employee)
	2.2.2 FTA Employee Login
	2.2.3 Setting A Default System
	2.2.3.1 Changing User Default System or Return to Homepage

	2.2.4 System Announcements
	2.2.5 Accessing User Record

	2.3. Account Information
	2.3.1 Non-FTA User Setup
	2.3.2 Account Settings

	2.4. Passwords
	2.4.1 Forgotten Passwords (FTA Employees Only)
	2.4.2 Forgot Login.gov Password (Non-FTA Employees Only)
	2.4.3 Reset Login.gov Account (Non-FTA Employees Only)


	3. System Layout
	3.1. Account Information
	3.2. Manage Users
	3.3. Actions
	3.3.1 Action: Send Ad-hoc Emails (GSMs Only)

	3.4. Reports
	3.4.1 User Details Report
	3.4.2 Recertification Status Report

	3.5. Help Center
	3.5.1 FACES User Manual
	3.5.2 Frequently Asked Questions
	3.5.3 System Information


	4. System Users
	4.1. User Types
	4.2. User Roles
	4.2.1 User Visibility
	4.2.2 User Record Content


	5. Managing the User’s Own Record
	5.1. Related Actions
	5.1.1 Related Action: Edit Profile
	5.1.2 Related Action: Set Security Questions/Answers
	5.1.3 Related Action: Manage Security Questions/Answers
	5.1.4 Related Action: Reset Security Questions
	5.1.5 Related Action: Creating a PIN
	5.1.6 Related Action: Changing the PIN
	5.1.7 A Locked Account
	5.1.8 Answer Security Questions
	5.1.9 Submit Unlock Request


	6. User Management
	6.1. User Management Responsibilities
	6.2. User Creation
	6.2.1 Action: Create and Manage Users
	6.2.2 Action: Assign Bulk Roles
	6.2.3 Action: Manage Role Documentation
	6.2.4 Action: Manage Role Documentation
	6.2.5 Action: Remove Bulk Roles

	6.3. Managing User Records
	6.3.1 Related Action: Edit User Profile
	6.3.2 Related Action: Manage User Roles
	6.3.3 Delete A Role
	6.3.4 Update Role Documentation
	6.3.5 Related Action: Deactivate User
	6.3.6 Action: Review Role Requests
	6.3.7 Action: Review Unlock Requests
	6.3.8 Related Action: Unlock User
	6.3.9 Related Action: Reset PIN

	6.4. Reviewing Monthly User Comparison Report

	7. Recertification
	7.1. Help Desk Information
	7.2. User Lock/Unlock Request Process
	7.3. Certifier Unlocking User’s Locked Account
	Appendix A: Acronyms and Definitions
	Appendix B: User Role Rules


	1. FTA Platform Rules
	2. NTD Rules
	3. TrAMS Rules
	4. DGS Rules
	5. SSOR Rules
	6. CRM Rules
	7. FACES Rules
	8. ECHO-Web Rules
	Appendix C: FTA Cost Centers


